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EDITORIAL PREFACE
This is the Fourth Issue of Volume Six of The International Journal of Security (IJS). The Journal
is published bi-monthly, with papers being peer reviewed to high international standards. The
International Journal of Security is not limited to a specific aspect of Security Science but it is
devoted to the publication of high quality papers on all division of computer security in general.
IJS intends to disseminate knowledge in the various disciplines of the computer security field from
theoretical, practical and analytical research to physical implications and theoretical or
quantitative discussion intended for academic and industrial progress. In order to position IJS as
one of the good journal on Security Science, a group of highly valuable scholars are serving on
the editorial board. The International Editorial Board ensures that significant developments in
computer security from around the world are reflected in the Journal. Some important topics
covers by journal are Access control and audit, Anonymity and pseudonym, Computer forensics,
Denial of service, Network forensics etc.
The initial efforts helped to shape the editorial policy and to sharpen the focus of the journal.
Starting with Volume 6, 2012, IJS appears in more focused issues. Besides normal publications,
IJS intend to organized special issues on more focused topics. Each special issue will have a
designated editor (editors) – either member of the editorial board or another recognized specialist
in the respective field.
The coverage of the journal includes all new theoretical and experimental findings in the fields of
computer security which enhance the knowledge of scientist, industrials, researchers and all
those persons who are coupled with computer security field. IJS objective is to publish articles
that are not only technically proficient but also contains information and ideas of fresh interest for
International readership. IJS aims to handle submissions courteously and promptly. IJS
objectives are to promote and extend the use of all methods in the principal disciplines of
computer security.
IJS editors understand that how much it is important for authors and researchers to have their
work published with a minimum delay after submission of their papers. They also strongly believe
that the direct communication between the editors and authors are important for the welfare,
quality and wellbeing of the Journal and its readers. Therefore, all activities from paper
submission to paper publication are controlled through electronic systems that include electronic
submission, editorial panel and review system that ensures rapid decision with least delays in the
publication processes.
To build its international reputation, we are disseminating the publication information through
Google Books, Google Scholar, Directory of Open Access Journals (DOAJ), Open J Gate,
ScientificCommons, Docstoc and many more. Our International Editors are working on
establishing ISI listing and a good impact factor for IJS. We would like to remind you that the
success of our journal depends directly on the number of quality articles submitted for review.
Accordingly, we would like to request your participation by submitting quality manuscripts for
review and encouraging your colleagues to submit quality manuscripts for review. One of the
great benefits we can provide to our prospective authors is the mentoring nature of our review
process. IJS provides authors with high quality, helpful reviews that are shaped to assist authors
in improving their manuscripts.
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Abstract
This paper presents a key management and an encryption application for the Android operating
system, which can be used to secure the privacy of messages exchanged among applications
and Web services when accessed from mobile devices. In addition to the management of PGP
keys, the application uses PGP encryption to secure the clipboard communication channel on the
Android OS, which is widely used to exchange messages especially in the context of social
networking and other Web-based services.
Keywords: Mobile platforms, Security, Key Management.

1. INTRODUCTION
The great rise in ubiquitous computing in recent years has provided great opportunities for
information flow and mobile computations to facilitate the concepts of “business on the move” to
become an essential part of our day-to-day activities. It is be-coming part of the norm that our
personal and business data flows through millions of mobile devices and computers every day,
being copied, inspected and altered thousands of times in the process leading in most cases to
various degrees of mutations of the original data. The treatment of this data is often complex and
expensive, which discourages information service providers from guaranteeing its security and
the end-user privacy, and prefer to keep their commitment at a very low profile. Therefore, it is
often the case that the final responsibility for keeping sensitive information private and secure
relies on the end-user themselves who should be aware of the services’ terms and conditions
before they commit to their usage, often a hard task given the high number of services a user
may use each day.
Throughout the years, the research community has developed algorithms to improve user data
privacy, among other security concerns. In 1997, the Internet Engineering Task Force (IETF) [1]
was proposed to build a public standard for Pretty Good Privacy (PGP) [2], which led the private
solutions to be able to reach compatibility with each other and let the private sector start
developing open solutions for signing and encrypting data. The OpenPGP standard was
suggested by the IETF in 2007 [3] in order to transform PGP into a public standard that can be
implemented in various ways. This standard has been widely adopted since then by many
developers and companies and it has been implemented in several software applications and
protocols (e.g. SSH protocol, Gnu Privacy Guard Application, PGP Corporation etc., see [18] for a
full list of its members).
The idea of implementing cryptography on handheld devices is a common idea that has been
investigated ever since computing went mobile. For example, in [17], Tillich and Großschädl
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consider the feasibility of implementing cryptographic algorithms on the old form of handheld
devices that were Java-enabled predating the current OS-enabled generation.
This paper follows similar footsteps in adopting the OpenPGP standard for developing a
cryptographic solution compatible with the widest range of smart phone soft-ware possible using
the Android operating system. The solution aims at providing privacy of data through the
encryption of the phones clipboard as well as the management of the users’ encryption keys.
The clipboard is an easy means of communication across services and often holds transient data
that may carry sensitive information related to the user’s privacy and security.
Smart phones themselves have evolved so much that now they are capable of car-rying out the
most complex tasks that were only meant to be done by desktop or laptop computers a few years
ago. Therefore, smart phones have become one of the most demanded platforms for the
development of new applications and information services. This quick spreading of services
around smart phones has brought a huge variety of end-user services each tagged with different
legal clauses and restrictions, sometimes without much assurance for the user’s privacy or the
security of their data.
As these devices usually need a network connection to use such services, many connection
services have been spread around the globe, each one with different privacy conditions and
commitments. A regular smart phone user uses several services from different companies a day,
which is difficult to keep track of when it comes to legal issues relating to information’s privacy.
The rest of the paper is structured as follows. In Section 2, we give an overview of other
solutions that have been proposed for using cryptography in security mobile information, and
discuss their pros and cons. In Section 3, we discuss the require-ments and use cases
motivating our solution. In Section 4, we give an overview of the architectural design of the
PGPM application, and in Section 5, we discuss our implementation through the various user
interaction views. Finally, in Section 6 we evaluate the application against the original
requirements and conclude in Section 7.

2. TECHNOLOGY REVIEW
In this section, we discuss some of the relevant technologies currently deployed in the market to
provide cryptographic solutions to mobile devices as well as some existing mobile platforms and
other technologies relevant to the PGPM application proposed in the paper.
2.1 OpenPGP-Compliant Applications
There are various OpenPGP-compliant applications designed for different platforms. We focus
here particularly on the functionality and capabilities of such applications to understand what a
smart phone user could expect from this kind of software.
KGPG for Linux. The first application reviewed is KGPG for the Linux platform [4], which
operates under the KDE Desktop environment. This application provides a Graphical User
Interface (GUI) for users to create and manage key-pairs, as shown in Figure 1.
It also provides functionality for importing/exporting key-pairs from/to a key server. KGPG runs
as a plugin to a mail client and can act as a text-encryption/decryption or text-signing/verifying
service. The plugin can also be used from a file browser as a file-encryption/decryption service.
However, there are a few disadvantages to the application. Mainly, it lacks an interface that
provides file and text encryption. Additionally, the digital signature functionality cannot be used
outside a mail client. Finally, it lacks compatibility with applications that provide no plugin support.
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FIGURE 1: KPGP for Linux.

GPGMail for OSx. The second application reviewed is GPGMail [5] for the OSx platform [6].
This application provides a plugin for OSx’s mail client, which can be used to add capabilities
such as key-server integration, as shown in Figure 2.

FIGURE 2: GPGMail for OSx.

Additionally, mail encryption/decryption and mail signing/verification can be per-formed as well as
offering PGP S/MIME attached signatures compatibility. The main disadvantages of the
application are that it is not a standalone GUI, it has no file-encryption functionality and it is not
compatible with other applications.
Gnu Privacy Guard (GPG). The third and last application reviewed was the Unix-like commandline tool called Gnu Privacy Guard (GPG) [7]. As this piece of software does not implement a
graphical interface, its maintainability seems to be less complicated, so it has more features than
the previous two applications and it has also been ported to Windows/Linux/Unix/OSx/BSD
systems. The main features of GPG include: Key-pair creation and management, key-pair
import and export, key-server integration, text encryption/decryption, text signing/verifying, file
encryption/decryption and file signing/verifying. However, it has two main disadvantages: There is
no GUI and hence, it requires user knowledge in command-line usage.
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2.2 Mobile Platforms
Smart phones market has a wide variety of platforms to develop software for that is being
increased every year due to the evolving nature of this young field of research. We discuss below
the two currently most popular platforms, iOS and Android.
iOS. iOS [8] is an Operating System for Apple devices that supports bundled applications. A
bundled application is a piece of software that is never installed into the OS itself, but is kept in a
safe and restricted environment called ‘sandbox’, which will not allow the application to modify the
standard behavior of the OS while it is executing. This system allows applications to
communicate with the OS and use its services, such as sending an email, looking for a contact in
the address book and displaying the GUI. These restrictions provide extra security at execution
time because no application can interfere with another, but make the OS impossible to be
extended by another than the OS developers. No file encryption can be supported due to the
lack of access to the file-system. Furthermore, no mail decryption is supported due to the
impossibility of modifying the mail client and due to the legal restrictions on re-implementing core
functions such as the mail client program.
Android. Android [9] is another OS that supports bundled applications but in a more openminded way. The Android platform consists of a modified Java™ Virtual Ma-chine [10] running
over a modified Linux kernel. Such modifications were applied to the original project to achieve a
better performance of those systems working together in a smart phone device, which has limited
resources. The Android’s Application Programming Interface (API) is based on the basic Java
environment, however supplied with Android’s libraries to make it even more powerful.
The Android OS works with different hardware platforms: HTC Smart phones, Samsung Smart
phones, Digital Video Broadcasting receivers, Tablet PCs etc. It also keeps applications in
sandboxes, but these applications can communicate with each other, launch each other and pass
data to each other when prepared. This keeps a good level of security and also offers flexibility
when it comes to making one application available to be used and complemented by others. Also,
even when Android OS does not allow any applications to modify its default behavior, it still
provides the developer many ways of letting the user tune the OS to gain interactivity. For
example, the user can select which program should be opened to view an image or to edit a text
file, or which action should be performed when a certain type of a file has been downloaded. This
could be extended and developed as to let an application ask for a program that can provide
encryption or decryption and let another program answer that call offering encryption/decryption
services.
2.3 Other Technologies
2.4
Bouncy Castle. In our paper, we shall use the Bouncy Castle [12] cryptography libraries to
provide the cryptographic functionality in the application. These libraries are based on Java,
which makes them fully portable to a wide range of devices.
SQLite. The keys will be stored using a lightweight storage system called SQLite3 [13], which
provides structured queries support when retrieving and inserting data. It behaves like a database
server, but it is not. It has no server-client structure. It is just a piece of code that can be included
and ported to a huge variety of devices and projects due to its small size and its high
performance. The whole database structure and data can be stored in one file that also can be
ported and used in multiple platforms due to its inter-platform format. However, as Jay A.K. points
out in [14, page 10], SQLite is not a database system, it does not provide query optimization, so a
higher knowledge about databases may be needed when dealing with advanced queries in order
not to waste processing power or other resources.
Although SQLite is not designed to support the level of concurrent access provided by many
client/server relational database management systems, it will serve to our application’s purposes
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since the database is only going to be accessed by one execution thread from one process, the
application, at the same time, hence no concurrency problems need to be resolved.
Linux VFS. Android is a Linux-based platform, which means that there is a Linux-based kernel
running on every Android device. The Linux Virtual File System (VFS) is known to be a very safe
and flexible system that controls the access to every file and folder on the system under a policy
that attends to users, groups, and the public, giving each set a different level of access to files
and folders.
Android assigns a different User ID and Group ID to each application installed on the system,
preventing them from accessing one another’s data if no further action is taken. If there is a need
for sharing application data across applications, Android can arrange a tuning of the group
permissions for two or more applications that need to share certain application data files (see
[19]).
2.5 Conclusion on the Technology Review
In order to define the specifications of our application, it is important to decide on a suitable
platform that supports and provides enough services to accomplish the requirements of our
application as discussed in the next section, and to allow the development of future desirable
features that were not implemented in the current version of the application. Therefore, it is
mandatory to keep in mind that the platform used needs to have easy and good quality
maintenance to provide the user with the best experience possible.
The strategy we followed was to take a look at the usage statistics for the various platforms in
order to choose a platform that can offer the application to the widest range of users. Hence, as
can be seen from Figure 3, according to comScore Mo-biLens surveys [20], the three most
dominant platforms in the U.S. market were Google’s Android, Apple’s iOS and BlackBerry’s RIM
[15].

FIGURE 3: Size of the Smartphone Operating Systems Market in the USA.

After reviewing these platforms, Android was chosen due to the following reasons:
•
•

•

Android provides access to the file-system, which brings the opportunity of implementing
file encryption and basic key-pair management.
Android allows applications to interact with each other and run at the same time, so for
example, it can create a communication channel between a mail client and our
application thereby offering the user the option of signing/verifying emails.
Android provides a fluent communication between two or more applications by
transmitting all kind of data between them, which makes it possible to write an ap-
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plication that integrates with the OS and all the installed applications instead of building
every feature in the main application.
Moreover, we decided to design the application to run over the Android 2.2 OS as a minimum to
ensure total compatibility with the current market. Android 2.2 OS is commonly used and provides
many advantages and features to make the most of. Finally, since the Android’s API is based on
Java, our language of implementation was chosen to be Java with basic XML [11] for laying the
graphical interfaces.

3. APPLICATION REQUIREMNTS
The main aim of the developed application is to provide a step towards bridging the gap in solving
the privacy problem, which currently exists in mobile applications and Web services (e.g.
Facebook or any other Web service) by securing communication channels between users when
interacting with Web services using their mobile devices and mobile applications. In order to
achieve this, the software must fulfill a few requirements related to the protection of data and
provide correct functionality and desirable non-functional features. Most of these requirements
are also inspired by the related technologies reviewed in the previous section.
Privacy: The application should keep text and files secure even though these are transmitted
through non-trusted communication channels. For example, it should ensure that the recipient of
the message sent over a Facebook page is the only one who can read it.
Integrity: The application should keep and verify information integrity. For example, it should
verify that a message posted over Facebook is complete and unaltered.
Authentication: The software should be able to verify if the information comes from a trustable
source and that the source of the information can be authenticated. For example, it should be
able to check if the received message has been sent by the ac-count’s owner and not by anyone
on the owner’s behalf.
Flexibility: The aim of the project is to improve as many other services possible, so it has to be
compatible with as many applications and services as possible, for example, Facebook, Twitter,
e-mail, web-mail and Web forums.
Compatibility: There are many privacy-based applications being used nowadays in many
different platforms. The application should be compatible with most of them. In particular, it has to
be compatible with related technologies such as GnuPrivacyGuard [7], KGPG [4] and GPGMail
[5].
Efficiency: The application should run smoothly on the smart phone’s platform, which effectively
means that it should not use more than 5MB of the device’s internal storage in order to keep a
lightweight installation. The CPU should run at least at 300MHz to provide a smooth user
experience.

4. USE CASES
Next, we discuss some of the use cases that impacted the design of the application presented in
this paper. These mainly constitute its functional behaviour and its inter-action scenarios with the
user.
Importing key-rings from a file: The first use case is related to the opening of a binary or a text
file containing the key-rings used for the encryption by extracting the public or private keys that
form the key pair and storing those keys on the device for a later use.
Exporting key-rings to a file: This use case will let the user transfer the already stored keys to a
file in order to use those on another device or computer.
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Managing key-rings: In this use case, the user will be able to see what keys are stored on the
device and will be able of deleting keys that are no longer to be used.
Encrypting text to the clipboard: This use case will provide encryption to whatever content
stored on the clipboard, so it will assure compatibility with lots of application and purposes.
Decrypting text from the clipboard: The user here will be able to decrypt content from the
clipboard and read it if happens to be text.
Signing text on the clipboard: The user will be able to add a digital signature to whatever
content stored on the clipboard, turning it into ASCII armored text content.
Verifying signed text from the clipboard: This will let the user check if the content on the
clipboard remains unaltered and has been sent by a trustable source.

5. APPLICATION DESIGN AND ARCHITECURE
The design of the encryption management functionality in the PGPM application follows the
Model-View-Controller (MVC) design pattern [21]. The Android OS does not strictly follow the
MVC structure, however, one could use MVC to describe and model Android’s flexibility. In MVC,
every activity is a different controller, which instantiates classes from the model to use their
methods, and process some data that will be sent to a selected view [19].
5.1 Activities
The application has two activities (or controllers) that will control the operations of the software:
The main Home activity and the KeyList activity.
Home Activity: This activity is meant to start the application and prepare the home screen by
plotting the main layout and creating the context menu for that view. The class definition for this
activity is shown in Figure 4 below.

FIGURE 4: The homeActivity Class.

As in every Android Activity, this activity implements ‘OnCreate()’ method, which will be called
when the application is launched. In order to create the context menu, which pops-up whenever
the menu-key is pressed, and react to the activation of any of its elements, the activity also
implements ‘onCreateOptionsMenu()’ and ‘onOp-tionsItemSelected()’, respectively.
KeyList Activity: This activity is the main controller of the application because it manages most
of its functionality. As its name suggests, the associated view will display a list of public or secret
keys and will react to the events raised by the GUI. As it can be seen in the definition of the class
KeyList activity in Figure 5, it has some private variables that will be used to communicate
different methods and actions launched from the current activity and will provide the activity with
some state, which will determine the behavior of the controller itself. In order to run all the tasks
the user can perform, ‘mode’ and ‘action’ properties will be updated from home Activity when it
launches the KeyList activity.
The subclasses of the KeyList activity are procedures that will be called from another thread to
interact with the platform while the main thread keeps the GUI updated. As it also can be seen
from Figure 5, this class implements some event handlers to interact with the user input. (e.g.
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OnListItemClick, OnOptionsItemSelected). In order to perform operations with the GUI, it will
implement the methods showImportDia-log(), showSignItDialog(), showPassPhraseDialog(),
which prompt the user to enter data that will update the state of the activity.

FIGURE 5: The KeyList Class.

5.2 The aGPGManager Database
The database structure and functionality were defined in a different class, called Database,
shown in Figure 6(a). The class provides all the necessary methods to interact with the database
and the data stored in it. It also implements some helpers that will take care of formatting special
data types. The actual database is structured as shown in Figure 6(b).

FIGURE 6: The aGPGManager Database Class (a) and its structure (b).

As the figure reflects, the database will consist of three tables: KeyRings, Keys, and Ids, which
will store key-ring related information, the keys inside a key-ring, and the user identities for each
key associated to its key-ring, respectively. The database was implemented as an SQLite
database.

6. APPLICATION VIEWS
The design of the encryption management functionality in the PGPM application follows the Mo
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In order to target the biggest number of devices, all the layouts were defined using relative
measures and simple interfaces that were adapted to every screen without losing functionality.
This provided a more general interface with less customization, but ensured t compatibility across
different screen sizes and formats was maintained.
The first view that the user interacts with is the Main screen. As it is shown in Figure 7(a), the
main screen is quite simple: it has two buttons to interact with the platform’s clipboard, which
gives the application compatibility with any text-based service running on the same device. By
pressing the menu key, the menu will be deployed, giving the option to edit the keys on the
database, as shown in Figure 7(b).

FIGURE 7: Main Screen (a) and Key Management Menu (b).

If any of the key managers is selected, the application will either manage the public or private
keys in the database. Figure 8(a) shows the editor with all the available keys on the database,
where the user can add more of these. If a key is pressed long enough, a new menu will pop-up
asking for deletion confirmation as in Figure 8(b).
If the user needs to import a key, a dialog will pop-up prompting the user for the location of the file
containing the key-ring, as shown in Figure 9(a). Every time the user performs a long-term action,
bubble messages will pop-up to keep the user up-dated with the action’s progress, as shown in
Figure 9(b).
If from the Home screen (Figure 7(a)), the user taps on Encrypt, the application will ask the user
to select a public key from the list to encrypt with, encrypting the clip-board as shown in Figure
9(a) above. If, on the other hand, the user taps on Decrypt from the Home screen (Figure 7(a)),
the application will ask the user to pick a key to decrypt with and prompt the user for the
passphrase, as shown in Figure 10(a). If the user copies text from any application (e.g. a note
application), as shown in Figure 10(b), and performs the encryption tasks as explained in the
above steps, then it is possible to view the encrypted contents of the clipboard by pasting them
onto a new note, as shown in Figure 11(a). The outcome of the paste is the ciphertext
corresponding to the contents of the clipboard, as in Figure 11(b).
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FIGURE 8: The Available keys in the Database (a) and the deletion pop-up (b).

FIGURE 9: Importing Keys (a) and bubble information messages (b).

FIGURE 10: Importing Keys (a) and bubble information messages (b).
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FIGURE 11: Pasting the clipboard (a) and the contents of the clipboard (b).

7. EVALUATION
We discuss in this section the evaluation of the PGPM application against the original
requirements that were discussed in Section 3.
Privacy: The privacy requirement has been achieved through implementing clipboard
encryption/decryption and is aided by the key-ring management feature of the application. This
implies that whenever for example a user wants to post a secret message on a Web service
application, such as Facebook or Twitter, they can conveniently do so by simply clicking a single
button that encrypts the contents of the clipboard. Similarly, if in possession of the correct key,
the user can decrypt an encrypted message simply by copying it and then performing a
decryption of the clipboard content.
Integrity and Authentication: Both integrity and authentication remain areas for future
improvement of the current version of the PGPM application. We believe that achieving this will
be straightforward, since both rely on digital signatures, which can be implemented also using
PGP encryption.
Flexibility: Clipboards provide a flexible and popular way of communicating information on
mobile devices among applications and Web services, which is easy and cheap to use. In
securing the use of the clipboard as a communication channel, we have provided a reasonably
flexible solution to the problem of mobile communication privacy among such applications and
services.
Compatibility: Our application is compatible with OpenPGP libraries, which is the open standard
for the PGP cryptographic suite.
Efficiency: The performance constraints of the platform were adhered to, hence the PGPM
application installs and uninstalls smoothly, runs without glitches and it up-dates user data as
expected.

8. CONCLUSION AND FUTURE WORK
We have designed and implemented a PGP manager application for the Android OS platform,
which helps bridging the gap in the use of cryptography on mobile devices when interacting with
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applications and Web services, in order to protect privacy and secrecy of information. The
application, based on the OpenPGP standard, allows users to manage their PGP key-rings and
provides functionality for encrypting/decrypting the clipboard content, which is a commonly used
and a quick channel of communications among applications and Web services. Future
enhancements of the application will include supporting integrity and authenticity of the clipboard.
There are other features that can also be designed and implemented in future versions of the
application. These include:
•
•
•
•

Public-key distribution: It would require basic network knowledge to implement key-server
communication.
Autonomy: It would be a matter of time to design and develop some procedures to create
private and public keys from the Android platform itself.
File privacy with more flexibility: Extending the application’s interface to crypt and decrypt
files would make it achieve the best compatibility possible.
Multilevel Security: Implementing key-grouping into the design wouldn’t be too hard. It
could be done easily by adding a field called ‘rank’ to the key-rings table and
implementing a policy of keys’ order.

This kind of security would allow several people accessing the same data to retrieve just what is
meant to be retrieved by each one according to their security rank (the number and order of keys
they have to decrypt it).
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Abstract
The existence of anti-forensic tools in the context of computing systems is one of the main
challenges for forensics investigators in achieving reliable evidence recovery and consequently
uncovering crime facts. This is in particular more challenging in emerging smartphone
technologies, since data is of highly mobile and volatile nature. In the current paper, we present
a brief study of several anti-forensic applications available for smartphones. The applications are
ready to use, most of them free, and require no expert technical knowledge. Moreover, these
have been proved to be very effective when tested with two commercial forensic tools.
Keywords: Mobile computing, anti-forensics, cryptography, steganography.

1. INTRODUCTION
Mobile devices such as mobile phones and smartphones have emerged as an important part of
people personal life. Smartphones, in particular, with increasing storage capacity and computing
capabilities, provide a compact mobile computer, and thus, can contain information about call
histories and contact lists, but also web history, e-mails, passwords, media files, and credit card
numbers.
As a consequence, smartphones have outsold PCs (including pads) for the first time in 2011 [1].
With their extensive functionality, mobile devices can thus provide the richest source of civil and
criminal evidence. Mobile forensics has become an important research area, providing the means
of extracting critical information to investigators. However, the ever-changing technologies and
the lack of standardization means that mobile forensics present some challenges. These will be
discussed in more detail in the following section.
Because the field of mobile forensics is relatively new, there is even less research regarding antiforensics, the process of compromising digital evidence. In this paper, we will focus on testing
existing anti-forensics tools for smartphones and their effectiveness against commercial forensic
applications. To this extent, two platforms have been used, Android and Apple iOS, and a series
of freely available anti-forensic approaches. According to [2], Android and iOS have been in the
top of the smartphones market share in 2011 by operating system.
The rest of the paper is organized as follows: the following section contains a short description of
most recent advances in the areas of mobile forensics and anti-forensics; a description of the
experiments conducted follows and the paper concludes with a short summary.
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2. BACKGROUND
Digital forensics refers to the process of digital data acquisition, analysis of data and the
extraction of evidence, preservation and presentation of evidence [3]. In the early days of digital
forensics, as there were relatively few file formats and operating systems and storage devices
with standard interfaces, forensic tools saw a golden age in the late 90s and early 2000s [4].
However, the development and propagation of a multitude of file formats and operating systems,
the ever growing storage capacities as well as the use of encryption meant that digital forensics is
now more challenging than before [4]. This is especially true for mobile device forensics, as there
are thousands of mobile phones models, a lot of them with their own “standard” connectors and
chargers, various operating systems (Apple’s iOS, Android, Research in Motion’s BlackBerry,
Microsoft’s Windows Mobile, Nokia’s Symbian) as well as the now increasing use of embedded
flash storage which cannot be easily removed or imaged.
The large number of operating systems, including low-end phones using legacy operating
systems, and the fact that these are updated regularly means that mobile forensic tools must also
be updated regularly [4]. Moreover, due to the fast technological advances, most people replace
their cell phone every two years and some even annually [5].
Although the same forensic principles that apply to computers also apply to mobile devices, the
latter involves additional constrains and challenges. Because of the nature of mobile phones, the
data is constantly changing and therefore is impossible to obtain a bit-wise copy of the device’s
memory [6]. Moreover, existing data might be overwritten through wireless network
communication [7]. On the other hand, removing the battery may prevent the device
communication with the outside world and stop the data from modifications, but may also activate
security measures, such as lock codes and encryption, which may restrain further access to the
device.
From the access to the mobile device’s data point of view, there can be two methods of acquiring
data from mobile phones. If the device is powered on, the device must be isolated from networks
to avoid the content being altered or even remotely erased and then investigated. This is called
an online forensic analysis. If the device is turned off, the analysis of the mobile device is offline
[7].
Digital anti-forensics is defined as any attempt of compromising or destroying digital evidence [8]
according to the two forensic analysis methods. There is a wide range of anti-forensic techniques,
divided into four categories: destroying data, hiding data, manipulating data, and preventing the
creation of evidence [8]. Evidence destruction involves making the data unusable or inaccessible
to the investigation process. Hiding evidence involves making the data less visible to the
investigator. Data can be manipulated by creating a “faked” version with the purpose of appearing
to be something else. By eliminating the source of evidence, there is no evidence created [8].
Anti-forensic tools for smartphones, Android phones in particular, have been studied before in
order to test their effectiveness [9, 10, 11]. In Distefano et al. [9] an anti-forensic application has
been created which makes use of the Android operating system functionality. As such, when
installing an Android application, a private folder is created which is inaccessible to any other
applications. When such application is uninstalled, the associated folder is also removed. The
authors tested whether it is possible to hide data using this private folder mechanism. They used
Nandroid, a backup and restore tool, and mobile memory acquisition tool to retrieve data that was
logically removed. Although these tools were unable to recover the deleted data, their antiforensic application was not tested with a specialized forensic tool capable of physical acquisition.
Anti-forensic approaches to data deletion and manipulation have also been investigated in [10,
11]. The authors created their own anti-forensic application which proved to be very effective in
compromising the availability of data even when commercial forensic tools were used to retrieve
the data.

International Journal of Security (IJS), Volume (6) : Issue (4) : 2012

59

Ioana Sporea, Benjamin Aziz & Zak McIntyre

3. EXPERIMENTS
The current paper presents available commercial anti-forensic tools for smartphones along with
studies that reflect how robust and effective are against two commercial forensic applications.
The applications were tested on two devices, HTC Desire HD with Android and iPhone 3G with
iOS. In order to test how effective the anti-forensic applications are, both devices are tested with
two commercial forensic tools, Paraben Device Seizure [12] and Oxygen Forensic Suite [13].
Paraben Device Seizure [12] is a forensic acquisition tool for mobile devices that offers both
logical and physical support. In the experiments described in the current paper only logical
acquisition was used. Device Seizure offers support for more than 4000 mobile devices, with
features which include Google Earth integration, deleted data recovery, hex and text data
viewers, exporting of acquired data to a PC.
The Oxygen Forensic Suite [13] is a forensic software suite for mobile devices, which offers
strong support especially for smartphones, including logical acquisition of data not accessible to
other software products.
In the following we will describe each anti-forensic application along with the results obtained with
the two forensic tools.
2.1 File Shredding
File shredding is a popular form of data destruction, where the evidence is rendered
unrecoverable after the application of the shredding program. One example is File Shredder [14],
an application designed to permanently remove files on mobile devices. The selected files are
destroyed by overwriting them with random data. The application was tested on the Android
platform. Once the permanent deletion of selected files is completed, neither Device Seizure nor
Oxygen Forensic Suite could detect any traces of the deleted files. Figure 1a shows the screen of
the File Shredder application on the Android device.

a

b

FIGURE 1: (a) FileShredder screen on Android. (b) iShredder screen on iPhone.

File Shredder was used to shred 5 testing files. A range of popular file types where chosen to
simulate real life data use, including .pdf, .jpg, .mp3, .docx and 3pg.
ProtectStar iShreder Pro [15] is another such application for iOS platforms. The tool is able to
permanently overwrite all free storage space or delete individual files using the U.S. Department
of Defense’s (DoD’s) standards [16] as well as other standards for secure erasure. Again, after
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selecting the files to be deleted and the method of overwriting, once the procedure is completed,
both forensic tools were unable to find the files. The testing files include three types; namely .jpg,
.png and .cvs. With this application, however, it is the user responsible to select all files
associated with the unwanted file, such as thumbnail or cache files. Figure 1b shows the screen
of iShredder on the iPhone.
2.2 Encryption
Cryptography is the process of hiding information for secure communication in the presence of
third parties. LUKS Manager [17] offers encryption to virtual folders on Android devices.

FIGURE 2: LUKS Manager Screen.

The virtual folder can be dynamically mounted, unmounted, created and deleted as required.
After creating and mounting a virtual volume, the forensic tools were used to test the detection
and encryption method. Both applications were able to detect the volume created and the
encrypted data. The use of LUKS Manager and the encryption method used can also be detected
in the file header. However, the contents of files stored within the encrypted volume remain
unknown. Figure 2 shows the LUKS Manager with the available encryption methods.
2.3 Steganography
Steganography is the process of hiding digital information inside another carrier file such as
media files, document files or executable files. Unlike plain encryption, which can be easily
detected, steganography protects both the message and the communicating parties. Media files,
such as images, audio and video files, are preferred for this type of encryption because of their
large size.
StegDroid [18] offers the option of embedding a secret text message into an audio recording for
Android devices. By encrypting the message, the recipient must use the key to read the hidden
message. As such, a 60 characters message requires 33 seconds of audio recording. Neither
Device Seizure nor Oxygen Forensic Suite was able to detect the hidden message, nor the use of
StegDroid. Figure 3a shows the StegDroid screen setting a message using encryption.
MobiStego [19] is another steganography application for the Android platform. The application
encodes text messages into an image file. After using the application, again, the forensic tools
were unable to find any traces of the hidden message or the use of MobiStego on the image file.
Figure 3b shows the MobiStego screen encoding a message.
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b

a

FIGURE 3: (a) StegDroid screen. (b) MobiStego screen.

2.4 Location Information
Smart phones can provide the richest source of information about the location of the user through
the use of media files, social networks and similar applications. Fake Location is an application
for iOS platforms that allows the user to set a fake location for desired applications. Fake
Location has been tested with Facebook, Google Maps and image Geo positioning tags. The new
fake location can be easily set using Google maps. For the first test, a fake location is set using
the anti-forensic application; as such status updates on Facebook now show the fake location.

FIGURE 4: Fake Location screen.

Neither Device Seizure nor Oxygen Forensic suite detected the counterfeiting of location
information for the social network or Google Maps. In the case of images created with Fake
Location, the Geo positioning tags were left empty. Figure 4 shows the screen setting a fake
location with Google Maps.
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4. SUMMARY
Table 1 shows a summary of the anti-forensic techniques tested on the two platforms classified
by their method of counterfeiting digital evidence. While the Android market offers a wide variety
of free anti-forensic applications easy to use and very effective, for iOS platforms there is a
limited choice and only a few of them are free.
Application
File Shredder
iShredder
LUKS Manager
StegDroid
MobiStego
FakeLocation

Platform
Android
iOS
Android
Android
Android
iOS

Anti-forensic Technique
File Wiping
File Wiping
Encryption
Steganography
Steganography
Spoofing

Classification
Destroying Data
Destroying Data
Hiding Data
Hiding Data
Hiding Data
Counterfeiting Data

TABLE 1: Summary of anti-forensic applications tested on smartphones.

5. CONCLUSION
In [9,10,11] the authors present ways of using anti-forensics techniques on Android devices,
these requires technical knowledge of the smartphone’s operating system. In this paper, we
present several anti-forensic applications for smartphones, for removing, hiding and counterfeiting
data. These applications require no technical expertise and most of them are free. The
experiments show that these applications are very robust and effective when tested with
commercial forensic tools. The results presented here confirm that mobile forensics is a very
dynamic field mainly due to the very fast technological advances and the large number of mobile
devices and their operating systems. We have shown how easy is to manipulate and destroy
information on smartphones which at the moment offers the richest source of evidence.
The current paper presents a systematic study into anti-forensic methods for smartphones. The
results show the wide range of methods available to counterfeit digital evidence. Thus, mobile
devices can be used by sexual predators to contact victims, by terrorists for coordination, or it can
be used to smuggle contraband across borders and steal credit card information [7]. The
existence of the presented anti-forensic applications makes it easier for criminals to manipulate or
destroy essential digital evidence stored on mobile devices. Although a relatively new research
field, mobile anti-forensics reveals the short comings of and challenges of mobile forensics and
the implications it has on acquiring digital evidence.
Future work will focus on the development of a decision support environment to aid forensic
investigators in dealing with anti-forensic techniques within mobile platforms such as those
studied in this paper. Another possible approach would be to develop a knowledge base of the
various anti-forensic effects resulting from the application of such tools and the suggested
forensic countermeasures that could prevent evidence from being lost or destroyed.
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