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Abstract

Nowadays, Internet users use many social websites for communication with each other, and
some of the users may live in another part of the world. Thus, communication becomes much
easier and faster. However, with internet growing and their users, it becomes more likely to be
attacked by hackers and intruders to access people personal data. Also, some professional
hackers can detect the entire communication component for instance; text, image, video and
voice messages.

In this paper, it is focused on one component, which is voice communication; and the main idea
of this work is to hide the voice message that generated from one side and convert to a wave
data, then to the binary code consequently on the receiver side. Later, the generated code will
hide inside an image before reaching the destination. The final step is to reverse the whole
security process that has been done in the source side. Therefore it can provide a safe
environment for voice communication among the internet client.
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1. INTRODUCTION

These days the use of Internet technology has grown rapidly compared to its’ early years, due to
the purpose of exchanging data and information quickly by Internet users. Thus, to provide this
opportunity, it requires a secure environment to hide sensitive data from one side and release the
secret key on the receiver side [1] [2].

For instance, digital communication technology, such as internet technology faces different kinds
of data security and privacy issues. The main reason for this issue is that illegal access to
information without permission, and it requires security techniques to protect sensitive data.
Cryptography, steganography and digital watermarking are examples of Security techniques that
are used in internet security purposes [3] [4].

For securing data, there are various techniques in the form of digital contents, such as; text,
image, audio, and video. Thus, digital watermarking is a method for embedding some secret
information in the cover image which can later be decrypted for some different purposes like
owner identification, authentication, content protection and copyright protection [5].

The impact of digital watermarking techniques is entirely based on the robustness of the inserted
watermark against various types of attacks. Also, it is a method used to improve the ownership
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over the image by replacing the low-level signal directly into the picture. Also, it is used for the
tamper proofing and authentication [6].

The digital watermarking is commonly used for the security of the digital content and to protect
the data from unpermitted users and provides the ownership right for the digital data. Another
important characteristic of digital watermarking is imperceptibility and robustness against various
types of attacks or standard image manipulation like filtering, scaling, rotation, cropping and
compression [7].

The steganography is Greek words consist of two noun parts steganos (hidden) and graphos
(writing). Also, it means a technique for protecting information in a cover media to avoid detecting
sensitive information by intruders. Moreover, it is the main technique in the most securing data
research area that most researchers discuss its importance and techniques for hiding sensitive
information in cover media.

Media, such as text, image audio, and video steganography can be applied one on each other.
So that; it can be done by using steganography techniques [8] [9]:

e Pure steganography can be implemented where there is not stego key. It depends on the
guess of the party, who is not allowed to access the communication.

e Secret key steganography, this technique is the most vulnerable to be obtained by the
third party, which is the person that is unauthorized to access the communication. The
reason is that the secure key is provided in this technique.

e Public key steganography, this technique depends on providing a secure key that is used
to secure the communication, the keys are public and private keys.

Moreover, steganography means to conceal a data of a particular multimedia file into another
hypermedia, this is including hiding sound data into images. And, this will help the network to get
a security environment along with communication and exchanging data among the network users.
For example, security may require to send voice messages over LAN or WAN network [10] [11].

The voice is another digital media that is used in the most daily activities, and it does not require
to have any tool to produced and listen to it. The source of voice comes from living beings as it is
come from throat after pushing from a lung to the throat and then the vocals vibrate. Later the
sound comes out and transfers through the air as a transmission medium. This transmission is
done in a signal which is called the “spectrum of a generic speech signal” [12] [13].

So that, the voice is considered to be an example of signal processing, which is a new
development among technologies that provide two types of waves, analogs, and digitals.
Moreover, in all the digital technologies they have capabilities to do important conversion
between two different medium and stages. From analog to digital, and it happens when the sound
enter into the computer (from the source), while on the destination side the process will reverse,
Digital to Analog [14] [15].

This study discusses securing audio into a cover image file using digital watermarking. Also, it is
organized into seven main sections, Section 1 Introduction and background research, Section 2
Related work, Section 3 Research Methodologies, Section 4 Proposed Algorithm, Section 5
Implementation and Design, Section 6 Result and discussion and Section 7 research conclusion.

2. RELATED WORK

Yahya et al. (2015) stated their works with proposing a new algorithm for embedding two images
to hide specific information in the cover image with watermarking technique. Moreover, this idea
has been done with implementing the indication of the probabilistic neural network. In the
following, the planning for their work is indicated step by step.
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First, they are started with reading two image files, the first file as the cover image, and the
second one as the watermarked image. After that, the first image is decomposed into wavelet
coefficient blocks and the watermarked image converted to the binary blocks. The next step, they
embedded the binary blocks into the wavelet coefficient blocks. After that, they got new values
from embedding, after that step they used the result in PNN training step. Finally, they came out
with extracting and testing the quality of the watermarked image [16].

Rinza et al. (2015) implemented an idea of cryptography which about securing a text message
inside voice signals. Although; the authors indicated their idea in the abstract with hiding a piece
of information from sound data into a cover image, the main work stated that to cover up a text
message into voice signals with using LSB algorithm. The following is the step by step planning
for their work.

They created a GUI by Matlab software to implement the security idea of hiding text data inside
voice signal, and this by reading a voice file which is recorded or selected from any drive. Then a
button name “hide text” is enabling and a text box is used for writing any text to hide in the voice
file. When this button is pressed, the text will be hiding inside the voice file. Also in GUI form,
there is another button which functions for ensuring that the process of embedding text in the
voice has been embedded.

In addition, some researchers concentrate on the technique of securing text with different
encryption mechanisms, such as RSA, AES ciphertext and other encryption and decryption
methodologies. According to Zahraa (2016), show the technique of encrypting texts with using
AES-2 Keys procedure, and show the steps of the process, which can provide a process of hiding
the actual data from being noticed.

On the other hand, there are some studies showed that there are possibilities to hide text directly
into the images, by putting the binary data from text into the pixels randomly or in some specific
area on the images. For example, hiding text according to the pixel position such edges of the
images and using the RGB mechanism, which can use to hide the text as a method of
steganography [19] [20].

3. PROPOSED ALGORITHM

The main question that this paper may ask is “How to encrypt and decrypt the sound data in a
cover image?” to Solve this question some steps and process has been taken while conducting
research:

3.1 Encryption Steps

- The first step started with recording a particular sound with the wave file type (.wav).

- Then, read the recorded sound file and converted to wave data to get the binary code.

- Next step is to read any type of image files.

- After the process of getting the binary code and read a cover image by doing a particular
technique, then and another step starts which is hiding the binary code into an image file

- Later, a new watermarked cover image will generate with hidden binary sound code
inside.

3.2 Decryption Steps

- First of all, it is started with reading the watermarking image file.

- Inthe next step, it asks for taking out the binary code part from the cover image.
- Then, convert the binary data to the wave data.

- Finally, write the sound file
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In this work, it is concentrated on hiding bits from one source into other sources, with using some
mathematical operation. For example, to hide a sound data into a particular cover image with the
different file type, it requires converting sound to wave data then to binary code. Therefore; the
generated binary code embedded with cover image pixels. The following are the main
mathematical calculation that performs the hiding action:

a. Sound Embedded Algorithm

Test image pixels value if less than 255 (<255) then:
Pixels value= pixels value + bits of sound file

Whereas, image pixels value is equal to 255 (==255) then:
Pixels value= pixels value - bits of the sound file

b. Sound Extraction Algorithm

Test watermarked a cover image with the original cover image to extract the binary code:
If watermarked cover image pixels value is equal to original cover image pixels value then:
The bit=0
If they are is not equal then:
The bit=1

After getting the binary code the next step is converting the binary code to wave data then
convert it to sound file.
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FIGURE 2: Decrypting Sound File. FIGURE 1: Encrypting Sound File.
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4. IMPLEMENTATION AND DESIGN

This paper implemented its algorithms on Matlab software which is used for mathematical
purposes. Thus, images data has organized in a 2D array, so it is proper to use this software to
manipulate image pixels. Also, the same purpose is used for deploying sound data to work on its
binary values.

The main algorithm that is used in this paper is to hide sound information among image pixels
and produced a watermarked image, then for the newly created image, another algorithm is
proposed to extract the original sound data inside it.

5. RESULT AND DISCUSSION

The result of this paper is to get the same sound data as the original sound file. So that, it has
been noticed that both sounds before and after implementing the two most important algorithms
which are encryption and decryption with using the digital watermarking technique are unique.

In figure (1a) shows the plot of original sound data arranged on the X and Y axis which represent
the sound values and the plot of this image are before implementing an encryption algorithm.
While figure (1b) shows the same data of the sound that produced after applying decryption
method from the image that digitally watermarked.

The final result from these two practicality foundations that is in both cases the sound data are
the same in values and quality.
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(a) Original Sound. (b) Sound that Produced.

FIGURE 3: (a) and (b) Shows Original and Produced Sound.

Moreover, the original image has been read first to be used for hiding sound data in their pixels
values with using an encryption algorithm. Therefore; the original image becomes digitally
watermarked. In figure (2a) shows the original image before the watermarking process, while
figure (2b), shows the watermarked image with sound data. As a result of the two figures shows
that there are not any noticeable changes in human visions.

Also, this proposed method can help to produce a better security environment, which works on
securing both parts of digital data, which are sound and text at the same time. This is due to the
mechanism of the method, which first converts the analog sound to digital (when entering to the
computer), then the sound will convert to text, and the text will be encrypted and hide in the
image specified image.
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Moreover, it has been shown that this method response to the algorithm quickly, and can give the
result as description quickly after that has been encrypted. Also, it is noticed from the figures the
changes will not affect the quality of sound data and image pixel. So that, it can be said that this
method has its advantages to be used as security for sending voice data over the networking.

However, there are different techniques have been found and used by researchers that show the
ideas in the same field of study. Yet, they just concentrate on the encrypting the text with different
security techniques, for example, cipher encryption, Modified AES-2 Keys and other hiding text
techniques.

On the other hand, some other researcher used the technique of hiding text inside image pixels,
for instance hiding the text on the edge of the images or among the pixels with RGB rate, but
there is not such a technique that can be used to hide the sound data into image pixels, after
converting the digital sound data to text and then putting them among the photo pixels.

(a) Original Image. (b) Image that Produced.

FIGURE 4: (a) and (b) Shows Original and Produced Image.

6. CONCLUSION

To sum up, this paper has proved that there are many ways to encrypt sensitive data over the
network via a digital watermarking algorithm to provide a secure environment for
communications. Thus, the main work in this paper is to provide a new proposed method to hide
sound file into a specific cover image. The outcome of this process has shown that there are
possible opportunities to arrange for getting security purposes and it has found that, there are not
any signs of hiding data in the cover image. Besides the cover image, the quality and the data of
the original sound file are the same as newly produced sound data that has been got from the
cover image. As well as this similarity, while plotting the sound data by Matlab software shows the
same plots.

7. FUTURE WORK

This research can be extended to included different kind of steganography methodologies
techniques, for example hiding the required sound data in the edges of images by using
Mathematics Matrix techniques without losing image data quality.

Also, from this research, it can be seen that the amount of sound data are encrypted into the
specific image pixels. So that, the next research can be done by using different techniques, such
as hiding the data into two separate image files as an encryption technique and fetching them
from these two images as a decryption procedure.
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