
Khalid Haseeb, Dr.Muhammad Arshad, Shoukat Ali & Dr.Shazia Yasin 

International Journal of Computer Science and Security, Volume (5): Issue (1) : 2011                                   132 

Secure E-Commerce Protocol 
 
 

Khalid Haseeb                                    khalid.haseeb@icp.edu.pk 
Lecturer 
Department of Computer Science 
Islamia College University 
Peshawar, 25000, Pakistan 

 
Dr.Muhammad Arshad                                 Muhammad.arshad@icp.edu.pk 
Assistant Professor 
Department of Computer Science 
Islamia College University 
Peshawar, 25000, Pakistan 

 
Shoukat Ali                               shoonikhan@yahoo.com 
Lecturer 
F.G Degree College 
Peshawar Cantt, 25000, Pakistan 

 
Dr.Shazia Yasin                              shazia.khalid@icp.edu.pk 
Associate Professor 
Department of Physics 
Islamia College University 
Peshawar, 25000, Pakistan 

 

Abstract 
 

E-commerce has presented a new way of doing business all over the world using internet. 
Organizations have changed their way of doing business from a traditional approach to embrace e-
commerce processes. As individuals and businesses increase information sharing, a concern 
regarding the exchange of money securely and conveniently over the internet increases. Therefore, 
security is a necessity in an e-commerce transaction. The purpose of this paper is to present a 
token based Secure E-commerce Protocol. The purpose of this paper is to present a paradigm that 
is capable of satisfying security objectives by using token based security mechanism.  
 
Keywords: Trusted Third Party (TTP), Pretty Good Privacy (PGP), Secure Socket layer (SSL), Secure 
Electronic Transaction (SET).

 

 
1. INTRODUCTION 
E-commerce refers to a wide range of online business activities for products and services. Security 
is the basic need to secure information on internet [1]. It also pertains to any form of business 
transaction in which the parties interact electronically rather than by physical exchanges or direct 
physical contact. A security objective is the contribution to security that a system or a product is 
intended to achieve. E-commerce has become a dynamic force, changing all kinds of business 
operations world-wide. E-commerce is conducted on global network i.e. Internet which is untrusted. 
So confidentiality is required during transmission and it must be kept secure against all type of 
threats The related concepts and business practices not only influence communications, the 
routines of daily life and personal relationships, they represent opportunities for initiating new 
international and domestic business ventures. However, as the Cyber is used increasingly as a 
platform for e-commerce transactions, security becomes a primary issue for Internet applications. 
Security has emerged as an increasingly important issue in the development of an e-commerce 
organization. The eradication of trust in e-commerce applications may cause prudent business 
operators and clients to forego the use of the Internet for now and revert back to traditional 
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methods of doing business. Gaining access to sensitive information and replay are some common 
threats that hackers impose to E-commerce systems [2]. 
 
The successful functioning of E-commerce security depends on a complex interrelationship 
between several applications development platforms, database management systems, systems 
software and network infrastructure [3] . By doing online business, it is a facility of reaching to 
everyone. Exploring the opportunities challenges conventional notions of business competition 
through electronic flows of information and money [6]. Payment on Internet or network is a critical 
important chain of whole e-commerce, which contains the payment activity [4]. Security protection 
starts with the preservation of the confidentiality, integrity and availability of data and computer 
resources [5]. These three tenets of information security are sometimes represented in the 
Confidentiality, Integrity and Authentication Triad in the Figure 1. 
 

 
 

FIGURE 1: The Confidentiality, Integrity and Authentication Triad. 
 

Including the elements of the Confidentiality, Integrity and Authentication Triad, the six security 
needs in                 E-commerce are: 
 

i. Access Control. 
ii. Privacy/Confidentiality. 
iii. Authentication. 
iv. Non Repudiation. 
v. Integrity. 
vi. Availability. 

 
Access control ensures only those that legitimately require access to resources are given access 
[3]. 
 
Confidentiality is concerned with warranting that data is only revealed to parties who have a 
legitimate need, while privacy ensures that customers’ personal data collected from their electronic 
transactions are protected from indecent and/or unauthorized disclosure [6]. Issues related to 
privacy can be considered as a subset of issues related to access control. 
 
Authentication provides for a sender and a receiver of information to validate each other as the 
appropriate entity. This means having the capability to determine who sent the message and from 
where and which machine. 
 
Non-repudiation is a property of the transaction that positively confirms that a particular client did 
indeed request the transaction in question without having the ability to deny making the request [4]. 
 
Integrity ensures that if the context of a message is altered, the receiver can detect it. It is possible 
that as a file, electronic mail, or data is transmitted from one location to another, its integrity may be 
compromised. 
 
Availability as defined in an information security context ensures that access data or computing 
resources needed by the appropriate personnel are both reliable and available in a timely manner. 

 

2. RELATED WORK 
Several research papers have been presented discussing security aspects in E-commerce. E-
commerce software packages should also work with Secure Electronic Transfer (SET) or Secure 
Socket Layer (SSL) technologies for encryption of data transmissions. (SSL) protocols, which allow 
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for the transmission of encrypted data across the Internet by running above the traditional TCP/IP 
protocols. SSL protects the communication between a client and a server and provides 
authentication to both parties to secure communication. SSL provides point to point security. 
Storage of sensitive data in repositories or databases makes e-commerce system ideal target [7]. 
Hackers seem any target to data repositories due to availability of data on a single place. E-
commerce has become a critical component in any business competitive strategy. Organizations 
are gaining opportunities and benefits such as global presence and improved competitiveness from 
web-based e-commerce. Algorithm provides the capability to generate and verify signatures. 
Signature generation makes use of a private key to generate a digital signature [8]. 
SSL allows many key exchange algorithms, but some algorithms such as Diffie-Hellman key 
exchange have no certificate concept [9]. 
 

3. PROBLEM DEFINITION 
PGP has been considered to provide security to E-commerce [10]. But it is not a full proof solution 
because PGP is specifically used for E-mail security which can provide Authentication and 
Confidentiality, which are enough for      E-mail security but not for E-commerce security. PGP can 
not deal with Reply and Man in the Middle security threats against E-commerce transaction. Figure 
2 depicts only Authentication and Confidentiality to provide           E-commerce security which are 
not enough. 

 
FIGURE 2: PGP Based E-commerce Cryptography [10] 

 
Analyzing threats is difficult and time consuming but secure approach cannot be build without 
understanding the threats that can occur during communication and we cannot determine the 
appropriate technology for taking counter measures against these threats. We encounter those 
threats in the following categories that can break E-commerce security   

i. Information disclosure threat 
ii. Data Tampering  threat  
iii. Repudiation threat 
iv. Replay threat 
v. Man in the middle threat 

The following table shows the security comparison of different E-commerce Security protocols.  
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TABLE 1: Security comparison of E-commerce protocols 

 
To provide strong security framework, security requirements must kept in mind. Authentication, 
confidentiality and integrity are the main security objectives. For web and Internet related 
applications non repudiation, Reply and man in the middle threats are other major security 
objectives. 
 

4. PROPOSED SOLUTION 
Before commencing an E-commerce transaction, both parties must be registered by a TTP. TTP 
will provide transaction tokens to both the parties involved for sending data. TTP can be beneficial 
in solving many disputes that can occur during transaction between two parties. When both parties 
will get transaction tokens then both parties can communicate with each other and SEP provides 
protection against security threats. 
 
The steps performed by SEP (shown in Figure 3) are:  
 

i. At first customer would have to request TTP for the issuance of token. 
EKU (TTP) [IDA, ReqA, Time, KUA, NA] 

 
ii. TTP will decrypt the customer request using its private key and respond to customer with a 

token. The token will be encrypted using the TTP private key. 
      TA=EKR (TTP) [IDA, ReqA , Time, KUA, NA] 

iii. Customer will send token to merchant 
      TA→M 
 

iv. When merchant received customer token then merchant would have to request for an issuance 
of token to TTP. 

      EKU (TTP) [IDB, Time, KUB, NB] 
 

v. TTP provides a token to merchant and encrypted using private 
      TB=EKR (TTP) [IDB, Time, KUB, NB] 
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vi. Merchant will send token to customer 

      TB →C 
      Now both parties have an authentic token and can communicate to each other in secure 

manner. 
 

vii. Customer encrypts its ID, time and nonce NA (generated in token) using its private key. Again 
encrypts it along with the new nonce N1 (generated by customer side) using public key of the 
merchant and sends it to the merchant. 

       Eku (B) [N1, EKR (A) [IDA, Time, NA]] 
 

viii. Merchant encrypts its ID, time and nonce NB (generated in token) using its private key. Again 
encrypts it along with the new nonce N2 (generated by Merchant side) using the public key of 
the customer 

Eku (A) [N2, EKR (B) [IDB, Time, NB]] 
 

ix. Customer respond with the nonce N2 (generated by merchant) send in step 8 encrypted using                    
the public key of merchant 

Eku (B) [EKR (A) [N2]] 
 
Using these steps customer and merchant shares a lot of information to each other for the purpose 
to recognize each other and to solve future disputes in E-commerce transaction. SEP completes E-
commerce transaction in secure manner. 
 
5. PROTECTION AGAINST SECURITY ATTACKS 
This section provides Protection against attacks. Secure E-commerce Protocol (SEP) covers 
security aspects in    E-commerce as discuss below. 
 
Authentication 
Customer sends ID, nonce and time that will sign by private key of customer and then encrypted 
the whole package by public key of Merchant (step 7). 
Merchant decrypts the package with its private key. After Decrypt the Customer Package merchant 
will access Customer ID. As the package is sign by private key of customer. So in way Merchant 
can determine that customer is Authentic 
 
Non-Repudiation 
There are two possible way to perform Non-Repudiation in proposed solution: 
a) As both the customer and Merchant get their tokens from TTP , which will contain their IDs, 
Nature of request , time of issuance of token, their respective public keys and a nonce (generated 
by the customer and Merchant respectively). The trusted third party will keep a copy of the original 
request for the token send by the customer and merchant (step 1 and step 4) and a copy of the 
transaction tokens issued to them (step 2 and step 5). Therefore Non-Repudiation problem can be 
solved using the TTP. 
 
b) In step 7 and 8, both customer and Merchant send some information to each other. This 
information          
     contains a subpart encrypted by using their private keys. 
 

EKR (A) [IDA, Time, NA] 
 

EKR (B) [IDB, Time, NB] 
 
SEP uses this information as evidence to resolving Non Repudiation Problem. 
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FIGURE 3: SEP Steps 
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Integrity 
On the customer side the hash code is generated using SHA-1, which is then encrypted using the 
customer's private key. The encrypted hash code is combined with the original transaction 
message and sends towards merchant. The merchant side separates the hash code form the 
message, decrypts it using the customer's public key. At the same time, the merchant will also 
calculate the hash code of the received transaction message using the same SHA-1 algorithm. 
Transaction message will be received correctly if calculated hash code and decrypted hash code 
will be same. 
 
Reply Attack 
In case of key exchange a reply attack can take place, which is easily solved in the proposed 
solution. At first a reply attack can take place in step 1. The untrusted party can catch the token 
request send by the user and after some time reply it the trusted third party for getting a fake 
token. But as the token request contains ID, time and nonce, on this information trusted third 
party can easily figure out it as a replay attack and request generated by bad party will discard. 
 
 Man in the Middle Attack 
The man in the middle attack works by involving three people in a communication session 
(server, client and third untrusted party).Third untrusted party sits between the client and the 
server on the network and analyzed traffic that from client to server and from server to client. 
In proposed solution the trusted third party provides a token that contains ID, Public key, issuer 
name, Hash code, Nonce and token signed by trusted third private key. The client checks the 
token originality by checking the signature and name of the issuer. 
 

6. IMPLEMENTATION 
We have developed an algorithm to secure E-commerce transaction as discussed earlier. The 
algorithm is implemented by using the console application of .Net environment. The 
implementation process contains transactional entities. One is root entity second is customer 
entity and the third entity is merchant. Root entity act as an interface between other two entities. 
To achieve successful and protected communication root entity must be involved in transaction. 
The entities involved in transaction requests for authentic token through security mechanism SEP 
by using console environment to root entity .On other hand the root entity provides an authentic 
tokens to both transaction entities through SEP using console environment. The entities involved 
in transaction, requests for authentic token through security mechanism SEP by using console 
environment to root entity .On other hand the root entity provides an authentic tokens to both 
transaction entities through SEP security module using console environment.. To implement the 
proposed solution we used visual studio 2008 that runs on Microsoft operating system platform 
64 bit computer. We used visual C# as a tool to implement proposed solution. Implementation is 
console based application designed to be used through text-only computer interface and used 
.Net framework 3.5 to provides a set of cryptographic objects, supporting hashing, encryption, 
and generating digital signatures. Figure 4 depicts the implementation process in detail. 
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FIGURE 4:  Implementation Sequence Diagram 

 

7. RESULTS 
To secure transaction application generates tokens that are used by customer and merchant. 
Tokens have different attributes such as serial number, subject, hash code, issue name and 
public key. Customer and merchant first verify the authenticity of tokens and then perform 
communication in a secure domain shown in figure 5. Application encodes the package to 
transmit over the network and then decodes at receiving side to achieve original data. Application 
also provides authentication and integrity checks to customer and merchant packages to protect 
against threats shown in figure 6.  
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FIGURE 5:  Tokens Generation and Exchanging between Transactional Entities 

 

 

FIGURE 6: Encoding and Decoding Packages. 

When customer and merchant exchange tokens to each other the application 
store both tokens in XML data files to eliminate non-repudiation problem in future 
shown in figure 7 and figure 8. 
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FIGURE 7: Customer XML file 

 

 

FIGURE 8: Merchant XML file 

 

8. CONCLUSION 
 
There are many issues involved in securing E-commerce Transaction e.g. Privacy, Integrity 
Access Control, Confidentiality and Non Repudiation. These issues are still ongoing research 
problem. The Internet, which is the primary medium used for conducting E-commerce 
transactions, is not designed to handle transactions securely. In this paper an approach has been 
suggested, which covers Authentication, Integrity and Non Repudiation security objective in a 
secure manner. In this paper Secure E-commerce Protocol is proposed to provide protection 
against attacks. SEP presents security mechanism to increase the level of security objectives 
using simple cryptographic techniques. 
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