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Abstract

Even though the PMIP provides mobility solutions, the,
context of users from a home network to the visiting n
a user terminal in a visiting network, identification Q

ues of user identity, mobility
ignment of home address to
erminal’s mobility, and identification
with proxy mobile IPv4, as a

etwork, this is then passed to the AAA
er, and the authentication server checks the
time of initialing authorizing module of the
ility extension module, where the AAA server initiates

realm and does start authenticatio
mobile terminal. It also initiates

information on the mobility ex ns and request of the mobility parameters of the user terminal
The home AAA server inter; [ HA and collects mobile node parameters, as well as
sending back details as a to the visiting AAA server. After the mobility context
transfer, the MPA conducts F) ili istration to the HA for that particular mobile node. Later

in this paper, we will of message exchanges during a mobility session of a user
mobile node during h

Keywords: Handover,

1.
The m ment in the access networks is provided by the mobile IP for the seamless
cont f the ser¥ices during handover and roaming. The demands for accessing services at

while on the move, anyplace and anytime, resulted in numerous research efforts
rogeneous wireless and mobile networks. However, when the handover

ion because of collision during the handover. If this technique is expanded to use in a
lar network such as connected WLAN micro-cells, contention-based mechanism,
therefGre, should not be used to handle the MT’s handover, especially for vehicular users who

e access point every few seconds [1]. IP Mobility management protocols are divided into
two kinds of category: host-based and network-based mobility protocol. Issues and challenges in
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mobility management identified and discussed in [2]. Recently, a unified IP Multimedi
Subsystem (IMS) authentication architecture that extends the scope of IMS by allowing it to

users different IMS-based services even beyond their own domain has been proposed in [3]¢

all these research activities resulted in various heterogeneous architectures wh
interworking was performed at different levels in the network. Also, integration at the UMI'S radio
access level for seamless session continuity proposed in [4]. But, proposed inte
technology specific solution. However, in this article, we evaluate micro mobility.

most significant
t, Mobile Node is
is stationary in its

Home Network. Since the Mobile Node does not need eithe
registration, the agent advertisements are no longer necessary.

This paper addresses some
mobility management:

e  Support Unmodified Host :

Dy -related signaling over the air-link is eliminated. Considering
54V Translation (NAT) is ubiquitous in IPv4 networks, a mobile node
needs to alive at short intervals to properly maintain NAT states. This can be

terogeneous Wireless Link Network: One aspect is how to adopt the scheme
echnology. Since Proxy Mobile IPv4 is based on a heterogeneous mobility
, it can De used for any type of access network.

aspect is how to support mobility across different access technologies. As long as
n use the same NAI to identify the MN for various access networks, roaming
tween them is possible.

the IPv4 and IPv6: As IPv6 increases in popularity, the host will likely be dual stack.

POSED SOLUTION FOR PMIP WITH INTEGRATED AAA
RCHITECTURE OF THE 3GPP AND WIRELESS NETWORKS

In this new mechanism, mobility registration of a user terminal is performed by visiting access
networks and a home access network. The user terminal does general authentication by visiting
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access networks with the help of an EAP (Extensive Authentication Protocol) mechanism. T
visiting access networks receive the authentication request from a user terminal through the

or AP of the network. The AAA server of visiting network and home networks are modified s

they can communicate with the HA and MPA of their respective networks. New bi
extensions are developed in AAA server to support mobility management, which a
present services. These extensions provide mobility context transfer from home acce
registering the user terminal for mobility at the time of authentication. The visiting netw
authentication and the mobility extension method whenever it receives a request fz

process collects data when NAS/AP requests authentication. The AAA mobi
mobility user details request to the home network and the AAA server of the termi with newly
specified attributes of proxy mobile IP. The Home AAA server does reg .
mobility user details request as well as the authentication. The home AAASS gsguishes a
proxy mobile IP packet from other codes and attributes of the received . If the packets
need to be a proxy from an intermediate AAA server, then that se adds proxy attribute to
the received packet and sends it to the destination AAA server. | e usgterminal belongs
to the current network, then the AAA server sends a mobility reg

NAS I AP
Authentication
request
Home AAA Server
User Terminal of _|Authenticat] _|  EAP
'U"smng Matwork ™| lon Mechanisms
Check Realm \«
Mobility I
."r U;T:‘-DE? Llur Termmal Mobility
User Terminal of ne E:I:ﬂuons
Lucal Nitwork
Local
Authentication
l fcal Usar istration
. init Pk ontext
1
il sfer ‘
EAP
Mochanismt
T
ARA Suppart
e User Terminal Mobility e o e
[ Registration Request-and— =
Reply

. After processing the request, the mobility extension method prepares user detail
the HA of the access network. This packet contains details of user id and

a reply to the AAA of home network with the above mentioned data. The AAA server
reply and processes the information, and sends back a reply message to the visiting
AAA server. The visiting AAA server receives a reply from home server and processes it, storing

ta of the user in a temporary database. After processing the reply message, the AAA server
sends a mobility registration request to the MPA associated with that particular NAS or AP. This
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request contains the details about user ID, SPI, keys, home address and home agent addres
When the MPA receives the packet it starts the mobility registration of a user with details from
AAA server.

MPA initiates a mobility registration request of a user terminal with HA using details pr,
visiting AAA server. Registration involves the user SPI and the shared key mechani
key available from the AAA server to the MPA. After successful registration of the u
HA, the MPA will modify the DHCP server configuration with the user terminal’
modifications contain details of MAC address and home address of the user in
After successful authentication of the user terminal it initiates a DHCP request 18
The AP/NAS of the visiting network forwards the request to the DHCP server.
address of the user terminal modified, the DHCP server sends a reply tq
home address. The user terminal receives the reply and configures the )
address. Necessary modification has to be done by the visiting network affcommodate the
terminal with the ARP, etc. When the user terminal is in it home dg HA registers the
terminal and sends the modified DHCP request to the DHCP sery, edges the home
AAA server of successful registration of a user terminal. The Pro the AAA server
mobility architecture is shown in Figure 1.

2.1 AAA Mobility Extensions for PMIP Integrated Archi
In this section we describe the detailed architecture of AAA
mobility management during user mobility in differe
process, the existing AAA architecture is modified to mmodate proxy mobile IP. In general,
authentication information of users is passed throuah

depending on the realm of the user. In this ne
be initiated during the authentication p SS.
authentication and mobility manageme
initial access can be reduced.

WLAN Home Operator

{ip)

Initial
ication = Mser te

WLAN Visiting Operator

Roework g Visiing ARA o
o 6 | W

b fofward for authentication

Aaith

request

Reply

Authentication
Success, IP

ing Session for services

New Netw:
Handove Ongoing Session for serviges

sSAntherftication — =~~~ "~ === B sy et it s
Raquest Usgt terminal and NAS details foryvard for authentication

_User Terminal Details request with Uld for apithentication and mobility

< User Details

Request and reply User Terminal Details reply Uld for authentidation and mobility

User terminal
Add the Mobility Registration Request -cbil';ly reques

& route o fhe Mability Registration Reply
cache of the user
Usgr terminal mab I|ly
knowledg
Aythenticaticn success and IA
Authentication - assignment
: Success, IP Ongoing Session for services resume

FIGURE 3: AAA mobility extensions sequence Diagram
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When there is an authentication request for a user terminal from an NAS or AP, the AAA serv
initiate authentication module and mobility modules, and processes the user’'s details
identifying the NAI of the user terminal request. From the NAS or AP request information, su
MAC address of user terminal, NAS details are processed for further procedures. The AAA
modified, with new attributes and codes being added for supporting the PMIP mo
mentioned previously in the proposed solution section with new extensions, the AAA
network can communicate with a visiting network, and can provide mobility context m
With these mobility extensions, the AAA server can communicate with the MP H
access networks.

On the other side, the visiting AAA server communicates with the home network A erver, after
receiving an authentication request using the mobility extensions, with inform being
available from the authentication request from the user’s terminal. The sends a
mobility user details request using ID and NAI of the authentication requ the home AAA
server. When the home network receives a request packet, the A s

extension, requesting details of the user. After receiving the reqfigs ¢Xet and processing user
home address, key, SPI
ar sends back a reply to

server, the visiting AAA server processes the information of user and sends a request for
mobility registration request with new attributes to th
data, sent by the visiting AAA server, and temporarily s it in a [Ocal database. The MPA, with
available user information, starts registering with

0 set up a proper routing and tunneling
containing an MN'’s Network Access Identifier
, e AP transfers the request to the local AAA
om home, it is clear that the MN is out of the local

packets from/to MN. The MN broadc
(NAI) to request authentication/aut
server (visiting AAA). If the MN i
authentication database.

Wi

Initial Authenty

User termpinal and NAS detalls forward for guthentication

User Terminal ails reques! with Uld for authentication and mobifity
er Details T
Request and reply_ User Terminal Ditails reply Uld for guthentication gnd maobility

User tegminal mobility Fequest

Mobility Registration Request

Mability Registration Reply

- User terminal mability acknowlddgement

Authentication success and IP assighment

Authenticatign Success, IP

Ongoing Session for serviges

ver Trigger Ongoing Seassion for services discontinuily

Re-Authentication Request

Iser terminal and NAS delajlg forward for
duthentication

User mr;r_\inal mobility request

UdeliIHQI !h:;ne v Mobility RRegistration Request —
route o the g x
cache of the Mobility Registration Reply

Uster lerminal mobility
dcknowledgement
Aujthentication syccess and IP gssignment

Authenticition Success, IP

Ongoing Session for servides resume

Figure 4
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Mobility extensions using MPA and HA

However, the local AAA server can use the NAI to identify the MN’s Home Network, and
authentication/authorization, along with mobility user details, will request a mess
transferred by the visiting AAA to the home AAA Server (AAAH) in the Home Network

The MN’s information will be transferred to the visiting AAA, which will deliver it 1092 MPA with
the AP’s MAC address included. Triggered by the AAA server, the MP
with the HA to demand Mobility Registration and Tunneling.

server about the

After successful registration, the MPA sends a message to informgihe
f he Mobile Node

MN’s arrival. It forces the DHCP server to update the configur;

O
) @ essful¥registration. The
Authentication Accept message is sent to the NAS, granting netw access to the MN. After
equest the IP address.

This message is formatted as described by the DHCP prot
MN'’s IP). By searching for information of the Mobile Node, in ,
replies with a DHCPOFFER message in which the filled with the MN’s Home
Address and the default gateway address, being the , the MN and DHCP server
exchange the DHCPREQUEST and DHCPREP te th|s procedure. The MN is then

3 MICRO MOBILITY
In this scenario mobility is performed Inistrative domain and same access
technology, we have observed two su en where the proposed architecture addresses this
issue.

3.1 User Terminal Mobility in H
In this scenario access netwi

inal. When user terminal senses other APs of access
network and triggers the han -authentication procedure, upon receiving request from

new AP, the AAA server sen

home IP address of u rminal to AP for providing access to user terminal. The message
exchange is s

user terminal moves on same interface from one AP to another in visiting
e user terminal is authenticated and registered in HA with the help of home

MPA does register the user terminal with HA and sends acknowledgement to visiting AAA
plete handover procedure, the whole procedure is shown in message sequence in
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3.3 Enhancing the Proposed Solution Using Network Selection Procedure for Seamless
Mobility.

To enhance proposed architecture we used network selection procedures combined wit

architecture to use context management between the networks. Using this process
networks can create mobility context even before user terminal does initiate access
network. In this process user terminal can communicates with home network usj
connected network and negotiate best suitable network to connect during han
selecting best suitable network with the assistance of terminal, home network Z
transfer and creating mobility context with the future visiting network.

WLAN Home Operator Network WLAN Visiting Operator Network

@ H Home AAA paey MPA
1 b B 6 7

Initial Authenticatiop

User terminal pnd NAS details farward for authentication

MoHility Registration Request

Mdbility Registration Reply

Alithentication sficcess and |P assjgnment
| Authentication SuccesSt TP

Ongoing Session for s

New networks found initiate nefwork

bt
Se1pCion

A, Hgme address of
User terminal
nobility reques

Add the naw.
route to the
cache of the user

User terminal mobility
acknow eBgE?hent
ly success or failure

Selected Network, initigte handover

uth ion Init

Handover [Trigger

Re-authentication|success and |

er the new route

ngoing Session for serviceF resume

Authentication Message exchange During

elay ongoing session no data loss

FIGURE obili anagement using Micro mobility model

Using AAA mobility
mobility registration re
details in the reg
data and se
mobility regi

posed in this architecture AAA of home network sends a
visiting AAA server with UID of the terminal and mobility context
receiving request from home AAA server, visiting AAA server collects
ion request to MPA of visiting network. After receiving request for

re in a test bed we observed zero latency for multi homing handover and for
andover we obtained small latency delay due to re-authentication procedure.
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4 NEW PMIP AND AAA MOBILITY EXTENSION DEVELOPMENT AND
TEST-BED SETUP

4.1 PMIP and AAA Software Architecture
To implement proposed architecture we developed AAA server and PMIP in house usi
open source software. We have developed software architecture to implem
extensions for AAA server. In this architecture AAA server can receive a reques

Figure 6,
e different
components. For implementing the PMIP we used dynamics mobile IP aif
to our requirements. We converted FA to an MPA, modified HA and MPA y requests

form registration

requests to HA upon request from AAA server and sends ac t as success or
failure. New packet formats and codes are added in MPA and nt the proposed
architecture.
AAA Server
UserIDicdrealm
] = i AAA
NAS Request Request
Data Collection
AP, MN MAC, UID, HA. HAdd, SPI Key
UID, Realm
ply
UID, HA=0, HAdd=0, \
<SPI0, Key0 UID. [TA=0. IIAdd=0,
bE B _ - SPT=0, Kev=0 AAA
Mowility Request|
Module A
UID, HA, HAdd, SPI, K UID, HA, HAdd, SPT, Key

Reply

Reply

NAS

FIGURE 6: Software Architecture for PMIP Architecture

4.2 Mobility Extension and PMIP Packet Formats
have developed new AAA mobility extensions and new codes and packet formats for
eveloping and demonstrating the capabilities of new mechanisms proposed in this architecture.
The AAA server builds Mobility User Detail Request message from Access Request or EAP
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Request from the NAS or AP. Remark that intermediate AAA servers just pass through this ste
adding Proxy Attribute and forwarding the Request.

4.2.1 AAA Mobility User Detail Request Format:

Note: the codes and the attributes in this document are taken as reference these can b anged
according to the IANA consideration; in this case we used available values for deygiopingfine
prototype, we can change these values if there are any issues.

0 1

0123456789012345678901234 801
B et S S TN NP A
| Code (1 byte)| Identifier(1B) | Length | |

e et et T e e S el e e S “t -ttt
Authenticator (16 byte

| |
| |
| |
| |
ISR IR WA A WA DI TAN TN DI SR DA SR DR SR DY WAFURE S IR SR S R S R (P Y S A WA S
| Attributes ...

totobodbobobododododo ot

Code: (1 byte) Mobility_User_Detail_Request = 49.
Identifier: (1 byte) number to match the RequegiReply.
Length: (2 bytes) length of the message, iNgluding Cgde, Identifier, Length, Authenticator,
Attributes. In the case that there is only mgili i 2ngth = 350.

Authenticator: The Authenticator fiel The most significant octet is transmitted first.
This value is used to authenticate t
hiding algorithm.

Attributes: Mobility Attribute:

0 1 2 3
0123465 ¢e678 01 3456 78590123456789T¢C1
e et kT R T e T S e e e s et i St
| Type (1 byt Leagth (2 bytes) | Usex’s ID (1B)
R e e B e i e e e i b Tk T e S
| sexr’s ID (256 bytes)
l-+-+-+ T T R ko Tt Tttt ok o S T S P S S
| HA address (4 bytes)
+- B R T T e e e e et st Aal R P S S
| Hcme address (4 bytes)
+ i e e e L ot o ok Bk It ot ST RS
ze) | Eey (64 bytes)
it e T T e s ks Tt e T Tt e R S R S A S

yte) Mobility_Request_Attribute = 193.

bytes) = Length of the message = 332.

ID: (256 bytes) extracted from the name of the user (ex: userID@realm).
ddress: (4 bytes) Home Agent’s IP address, filled with Zeros.

Home Address: (4 bytes) Mobile Node’s Home Address, filled with Zeros.

SPI: 1 byte, filled with Zeros.
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Key: (64 bytes) public key of the HA, filled with Zeros.
The AAAH will reply with a Mobility Response.

HA/MPA Consultation
If AAA home server receives Mobility user detail request from a visiting server, the A
message to HA to fill the information required in the Mobility Request Attribute (fie
filled with Zeros). Remark that the AAAH sends the HA Consultation message on
triggered by the Mobility user detail Request; the Access Request forces the AAA
the MN.
H1: Create a message from AAAH to the HA demanding for the necessary infor
0 1 2
012345678901234567859012
R e e e k h k ik ke et it Tk T b A aah et St st 2
Code (lbyte) |Identifier (1B) |
tot-t-d-t-t-t-t-F-t-t-F-t-F-F-t-t-Ft-t+-+-
User’s ID (256 byt

- -
+_

R e S R L S S I S I S LE R ST B
| Access Point’s MAC address
Fododotododdodotodododododot-t-t-g
| AP's MAC address (cont) | ddress (6 bytes)
RIS IR T A T ST AL A S I S AL S A

| MN’'s MAC add
+_
+_
+_
+_

tot-dodototot-tot-t-t-t-+-+-Q-+-+-+

todotododotodododoto4ot i et Tt R R R
bytes) |
e T e e
Key (64 bytes) |
e e et e S
(continue) |

Lot Bt BL DL EL LY TE TS TL L
SPI (1 byte) |
bbbt —d-k-t-

Code (1 byte) = HA_Cg
Identifier: (1 byte) nu

opied from the Mobility Attribute of the authentication request.

the required information in its database, save the AP and MAC address fields. If
rmation can’t be found (this may be due to the modification of the administrator), HA will
ase, so that the message will be left Zeros. That allows the AAAH to detect the

A sends back the reply to the AAA after filling the request’s required fields and setting Code
= HA_Consultation_Response = 64.
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H4: The AAAH replies the visiting AAA with a Mobility user detail Response, which is either
Accept or Reject message. The format of these messages is as same as the request,
different code and attributes.

If the message from HA is not filled with Zeros (successful verification), the AAAH regy to the
AAAF with Mobility Accept message which is copied from the Mobility Request £vhos e
Attributes filled by the data retrieved from HA. The Code field for this message e =
Mobility_Accept = 61.

If the data from HA is filled with Zeros, the AAAH MUST reply the visiting AAA ility user

detail Reject message, with Code = Mobility user Reject = 62. The Mobility REfEt message

doesn’t contain the Mobility_Attribute, and may include Reply-Massage ibiite whi ontains
the error message shown to the user [6]:
0 1 2
012345678901 23 78901

e et R L L PR T TR TP AE SR O
| Type = 18 | Length | Text ...
t=t=t-t-d-t-t-t-d-d-t-t- = tot=t-t-t-+-+-
Type: 18 for Reply-Message.

Length: length of the attribute, including Type aiid Length T8eld.
Text: The Text field is one or more octets, an@iits conten’s are implementation dependent. It is
intended to be human readable, and S -

registration failed, this field is filled Jwi
Registration Reply.

Mobility Registration

After receiving the Mobility Acc
Registration procedure. The
visiting AAA about the resyly (successgor failure). The Mobility registration Reject causes the

y_Registration_Request = 65.
match Request/Response.
of the message = 343.

Identifier: (1
Length (2 b
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0 1 2

012245678001 2245672909012245¢67172809
B o e e B o A A B B o e e e e e e e Rl
|  Type (1 byle)| IdenLillier (1B) | Lenglh (Z byles)
T T T e T T A T O T T T S T B I
| Nsaer’s TN (256 hytes)
| |
e R e e e e e e e e S e t=—t—t—+
| Access Point’s MAC address (6 bytes)
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—t—t—t—t—t+—+
| AP's MAC address (cont) | MN's MAC -v.
+—t—t—t—t—t-t—F—t—t—F—t—t—F+—t—t—t—F+—+—F+—+—+—+—+—+ —+—t—t—+—+-1
| MN’s MAC address (conlin
s S S s e e T Tt et = +—+
| Home Address (4 bhytes)
+—+—+—+—+—+—-+—+—+—+—+—F+—+—F+—+—F+——+—+Qt1++—+ O —+—+—+—+—+-1++-+
| HA address (4 bytes)
e e B e e e S o
| SPI (1 bwyte) | Eey
R e e S e e S s s ot = s e e e s ot &
| Key (co |
| |

e T T T s e R ot ot et R SRR AR

essful communication with the DHCP server,
uccessful; DHCP server refusal to register the Mobile
ion). In this latter the MPA sends a reject message to

Node, or requests cannot reach t
the AAA server (reply with resp

0 2 3
0123456878 3456 785%012345478858101
+—t—t—t—t—F—+—+—+—+ -+ttt —t—t—F—t—t—t—t—t—t—t—F—+—+—+
fieri(le)| Length (2 bytes) |
—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—+—F+—+

Message
s s s 2 st T e e s st S

y_ricgistration_Reply = 66
uccessful, = 1 if unsuccessful with message, = 2 if unsuccessful without

if the Response Code = 1, the text in the Message field can be used in the
essage Attribute in the Mobility Registration Reject message.

PA and HA should use the Mobility Registration Request as specified as in RFC3344.

HA reply with Mobility Registration Reply, formatted as specified in RFC3344.
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MR4: MPA sends DHCP Mobility Registration Request to DHCP server:
0 1 2
1123458789012 3456788012345678
e T e S et et et S SN T S S S P
| Tyoe (1 bytz) | Identifier (1 byte) | Lengt
B B At Tt St el T B B s
| MAC addrzss (& bytes)

|  MAC address (continue) | Home Address
e B e e e e e B e o St - Fot—t—+—+
| Hone Address (continue) | Action (1 |
R B et e e e A

| MPA's MAC address (continu & bytes) |
tot—t—tt—t—t bttt =ttt =ttt =+t —t—+—+—t—+—+
| MPA's MAZ add |

B B e e e et Sl T

e s

Type = DHCP_Mobility Registration = 67
Identifier: match Request/Response
Length = 21: length of the message, including tfe Identifier fields
MAC address: MN’s MAC address

Home Address = MN’s Home Address.

Action: (1 byte) = 0 - binding update: t
new entry:

H rver updates its configuration file with the MN'’s

MN’s MAC address --- MN’s IP a

file. This action is used in th@Registrati®n Revocation Procedure. As receiving the message from
the MPA, the DHCP server itgstonfiguration with the information supplied by the MPA.
Since then, as soon as the D
the MN, it will excha
indicates the MPA as

MR5: DHCP
The messagg

Message
D e T e e a a S e e e R

= DHCP_Mobility_Registration_Reply = 68
Length = length of the message including the Type and Identifier fields
Response Code = 0: accept, = 1 reject with message, = 2 reject without message.
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If the response Code is other than 0, the MPA MUST response with the AAA with MPA Mobilj
Registration Reply whose Response and Message fields copied from DHCP Mobility Registr
Reply message.

Message: this message will be used in the response from MPA to AAA.

4.3 Test bed Setup
This section describes testbed setup for implementing solutions proposed in this
mentioned earlier we have developed mobility extensions for AAA server using
and PMIP using parts of Dynamics mobile IP [8] with our implementation. The§
composed of 3GPP, WLAN and WIMAX Networks. We used Infinet's preWIMA
operating at the frequency of 5.4 GHZ for WIMAX network, WLAN accgms [
WRT54 and Cisco AirNet AP350. The 3GPP network used in this ct
operated by the French network operator Bouyges Telecom courtesy of

adius s
ofld testbed
equipment,
Linksys
network
Transatel. The
ss with option GT
enario we have

The implemented scenario is shown in Figure 7. We deployed a VPN with cellular network
where authentication and data is routed through thg

address using IP pool mechanism, and i
using AAA server.

FIGURE 7: Test-Bed set up for proposed model
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We have deployed EAP authentication mechanism for authentication in WLAN and WIM
networks. A user terminal tries to connect access networks using WPA supplicant [9],
configured with user id with NAI and security mechanisms essential for EAP TLS mechani
Once the authentication is initiated in access networks, APs and BS sends authentication
to AAA servers, and AAA initiates authentication and mobility context for user terminal
developed on terminal to maintain interfaces and control access management alg
access networks.

5 RESULTS

As mentioned in architecture the AAA server does authentication and mobility llel when
there is a request from the user terminal in test-bed. Using this test-bed we h achieved

mobility of user with low latency and seamless mobility in some saf oming,
horizontal handover and roaming is performed efficiently using this . Various
scenarios of mobility have been tested using this test-bed. Deployment and ding to the new
access networks and operator is very efficient as the modificatiq o at network side
without any client conscious. The modifications on the network e with additional

@Vexperimental codes and
sing IANA status can be

patches with existing deployments. For testing purposes we have
attribute value pairs these can be extended to the vendor specific G
standardized.

endrio we observed latency of 18
milliseconds as we have implemented multfile interfa¢® scenarios, where a user terminal
connects to multiple networks and the m nagey e mobility is performed by triggering
ext paragraph we have attached a log
of our radius servers in home and visj ks where the whole procedure is depicted. For

5.1 Comparison With Existing
In this section different mobili
access networks with experipfental results and simulation results. As we mentioned in last section
we have built test bed to ity in different interworking scenarios of mobility using
. result of CMIP, HMIP and PMIP from the test bed and
the result of HAWAII and Cell om other sources [11]. The Table 1 shows the different
performance results il orotocols.

In the test for CMIP a IP, we take the result from mobility registration procedure only.
Macro-mobilit i is counted from moment that MN starts to the end of the handoff; and
is counted from the moment that we switch network connection

CMIP has very high macro-mobility latency, which dues to Agent Discovery
it that the test bed is so simple as compared to the architecture implemented
lular IP that the different networks are adjacent, and therefore cannot have a
omparison among these protocols. The test is purely on latency issue, we don’t count on
losggand robustness. However, the result is persuading enough to prove the advantage of

Proxy Mobile IP is advantageous over other mobility protocols over security, since the information
thanged among the network entities with authenticated mechanism. More precisely, the
advantage of PMIP over other protocols comes from the fact that the information exchanged in
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registration procedure can be generated for each session, i.e., HA can generate necessa
information used for each registration session. Hence, outside AAA authentication, no ke
actually stored for mobility registration.

The proposed mechanism for mobility management in this paper is compatible and int
with the existing converging networks. We have studied different interworking
implement our solution for completing the seamless converging puzzle at t
management layer. We interrogated different interworking mechanisms su
Converged Communications Across Networks (SCCAN), Unlicensed Mobil
Interworking- Wireless LAN (I-WLAN), Media Independent Handover (MIH)

mobility layer.

Protocols Support for | Handover Access Networks
Micro latency Micro | Support
mobility maobility
CMIP - Non WLAN/WIMAX
HMIF ++ 138ms* WLAN/WIMAX
HAWALT ++ 150ms* WLAN/WIMAX
Cellular IP + F00ms* WLAN/WIMAX, Cellular i o .
. . , *#not include network selection
Mobile Network |
PMIP ++ Tk WLAN/WIMAY, Cellular - . .
) . . hentication
Mobile Netwo 4 i . ;
include authentication and
manual network selection
latency
wkkine lude re-—authentication

TABLE 1: Comparison oignobility profjcols with PMIP

5.2 Issues of IPv6 Migrations
Due to low IP address space availab
near future to deliver the services.
13], Specification of PMIPv6 is sti
addressed to obtain the mobilit

or eve easing terminals there is a need of IPv6 in the
LMM is aWIETF working group working in PMIPv6 [12,
ancy stage, there are several issues which has to be

r access handover support and multi homing scenario
AAA mobility extensions and PMIPv6 supporting AAA
re, issues mentioned above are solved. As part of our

extensi¥hs are proposed. Using the security mechanisms we estimated the latency
is method is far less than any conventional methods available in the literature. The

obile IP is a development of Mobile IP, where the registration is processed by the
rk entities. Hence, the Mobile Node does not require a Mobile IP stack to roam over the
network without losing its IP address, so this can be applied to unchanged devices. Using this
roposed mechanism, authentication and mobility management of users during the access is
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performed in parallel; in this way, latency during the authentication and re-authentication j
reduced. In this mechanism, using context management the control of users can be maintaig
according to the access networks. Fast and seamless handover is achieved in va
deployment and mobility scenarios using these mechanisms. Extending and upgrading
networks can be performed efficiently, as no new hardware is added to the existing arc
Multi homing scenarios, different interworking architectures of WLAN, WIMAX
addressed using the proposed mechanisms.
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