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Abstract
A vast majority of students in computing and related disciplines expect to interact with their
systems and computing devices using a graphical user int erface. A ny other means of interacting
with a device is deemed unseemly and is quickly met with frustration and rejection. This can
partly be attributed to the fact that most operating systems and the tools that run on these
platforms offer a rich “point-and-click” interfac e in an effort to make their systems user friendly.
However, in contrast, when it comes to the study of system and cyber security, a mastery over
the console and the command-line interface is imperative. In our experience in teaching most
courses on system and cyber security, students seem to have the greatest difficulty in using the
console/command-prompt/shell. This issue is further exacerbat ed since many security and
related open sourc e forensics tools are designed to run in a Unix -based environment, typically a
shell, and even fewer students are familiar with the UNIX environment and find the entire
experience all the more daunting. E ven the simple command -prompt, ubiquitous on all Microsoft
Windows operating systems, is met with significant disdain by today's students, both at the
graduate and undergraduate levels. There are several solutions that have been proposed and
designed to alleviat e this exact issue in the field of computer programming. Video tool, Dragon
Drop Pictorial Programming, Alice and Jpie are various stand -alone tools introduc ed to ease the
inherent challenges in learning a new programming language and environment. To alleviate this
situation, in this paper, we propose the first tool of its kind, to the best of our knowledge, which
aims to tutor a cons ole application using a graphical interface and adapts to the students'
progress. The ultimat e aim is to eliminate students' dependence on graphical interfaces and
convert her to a power user of a system. Our tool, called Interactive Bash Shell Adaptive Tutoring
System (iBaTs ), enables students to familiarize themselves with the UNIX environment and the
Bash Shell on a Windows operating system. In t his work, we discuss the arc hitecture of our
tutoring program and demonstrate that our system sports several innovative pedagogical features
that makes it a unique, fun, encouraging and adaptive lea rning environment. To the best of our
knowledge, this is the first such effort that aims to address this issue.
Keywords: Adaptive Learning, Bash, Console, Command -line, Interactive Shell, Shell Scripting.

1. INTRODUCTION
One of the main challenges that engineering and S TEM related academic programs in the United
States are facing is the recruitment and retention of female and minority students in their
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programs. According to the CRA Taulbee Survey [22], in the 2010 and 2011 academic year, the
female and mi nority population in the Computing Sciences was around 11% in the USA which is
well behind the population ratios bet ween the years of 2000 and 2006. The research conducted
by Garner [9] attribute students frustration with Computing to the difficulty experi enced while
programming and writing code; mat hematical maturity, and the substantial investment of time
spent in front of a computer. Also, the strong belief that Computing is a competitive and “hard”
field is an additional discouraging reason for female and minority students which push them away
from embarking on a computing major.
In an effort to attract more students and inc rease retention rates, several different strategies have
been used [20, 5]. Several Computer Science departments offer scholarships [5], companies
resort to providing paid internship opportunities and summer training sessions [5], and faculty
have attempted to promote their programs and courses using active teaching styles and exposing
their students to diverse experiences using exciting research projects [14, 1].
Some faculty target introductory level computer programming courses [2], others aim to target
high-school students or seniors. The main rationale behind targeting int roductory courses is that
some students are particularly prone to change their majors after taking their first introductory
computer science courses [15].
We have designed our tutoring soft ware by applying the fundamental tools and principles of
learning, namely interactions and exchange of ideas. The field of academics and pedagogy is
never an exception for t he constantly changing technological environment. With the increase in
computerized platforms and virtual replications [10] as common teac hing practices, the total
number of enrolled students and awarded degrees in the Computer Science has increased in the
last couple of y ears [ 19]. However, the number is less than the expected students to be enrolled
in the sector, according to CRA Taulbee Survey. It also postulates that the number of female and
minority population are way behind the figures between the years of 2000 and 2006 [22].
Research studies have revealed that the steady decrease in the number of students in the field of
computer science is due to the complication in the understanding of the element ary theories at
the apprentice level of programming. In several programming practice environments, there is a
shortage of teac hing fac ulty. When students have no idea to solve a problem, they reach a virtual
standoff. In many cases, students even fail to c onsult their fellow class mates as they are hesitant
[16]. Silessi et.al [19], mentioned that annoyance while programming, the association of mat h,
and spending most of the time in front of a computer are some of the reasons for t he decrease in
interest for students in the computer science area.
Providing a programming environment in the tutoring system will aid the students to practice the
learned conc epts easily and facilitates them to accustom to the environment. The Interactive
Bash Shell Tutoring System (iBaTs) is an “adaptive t utor” that provides the fully functioning shell
using a console, thus reducing the dependency on the graphical int erface gradually. It allows the
user to select the topic of their choice. It also provides the flexibility of depicting the progress of
contents and the test module aids to characterize the concepts learned by the student.
In section 2, we discuss the work done previously in the literature to address these problems and
the tools created to assist the beginner programmers. In section 3, after estimating the benefits
and shortcomings of different tools, we discuss the development of our new tutoring system. In
section 4, we outline the test cases and res ults and finally, conclude the paper.

2. PRIOR AND RELATED WORK
The creation of new technologies has been renovating the human lifestyle at stunning speed,
where education is never an exemption. Many researchers are motivated in search of new
technological tools that reforms the way of learning. Students, in the present era, are not
considering the field of engineering and technology as creative and interesting due to the
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restricted way of learning [4]. The best way of learning is by putting t he acquired knowledge
into practice. Despite the different learning programs, off ered scholarships and summer training
courses [5], the students are inclined to conversion of t heir majors from Computer Science and
related degree plans [15]. To incent students in the field of computing, the preliminary and
foundational courses should be made more interesting to students [19], which support to retain
the talent and creativity for new and innovative ideas.
Marasco and Behjat [13] have proposed a multidisciplinary framework for teaching electronics
which include intensive use of WebLabs [13]. In chorus, distance learning, the concept of
encouraging students to study by thems elves, the application of practical activities have
originated [4]. On the other hand, the laborious work while programming is hindering the curiosity
of students in programming environment consequently reducing the number of skilled employees
in the IT sector [20]. The new method of education with improved classroom and acoustic
environments, the us e of smart computers, the proposition of real-life c hallenges encourages
students to learn in an appealing fashion. As a res ult, several novel collaborative tools have been
implemented, which aid to increas e the interest of students and focus on t he concepts instead of
memorizing syntax.
Del Fatto et al. [8] have used extreme apprenticeship to measure student performance for
learning Bash programming. Extreme apprenticeship was first introduc ed by Vihavainen [21] in
introductory level programming courses, that is, on learning a task as apprentices, by observing
how an experienced person performs it. In this work, the experienced pers on supports the
students using the Moodle Learning Management System in an asynchronous manner. Authors
found out that with this methodology students performed better in many programming exercises
compared to the traditional style of education [8].
BashDungeon is an educational game for teaching UNIX commands. The game screen consists
of three parts, the dungeon visual representation, and simulated command line prompt
representing the bash learning environment, and menu it ems. Once the user writes the
commands using the keyboard, the game translates the commands into character actions,
according to the playing metaphor. To make progress in the game, the user must ans wer and
handle several questions and challenges. Thes e challenges must be solved using bash
commands [6].
Dann and Cooper [7] have noted that a 3D programming tool built using the Python language,
named Alice, and has helped students to transit into the programming environment. It cons ists of
a GUI (Graphical User Interface), which controls and provides a pictorial representation of
processes [7]. Brick layer is another approach for high school students; the tool is developed in
Javascript and operates on a web browser but generates source in the C language [19].
To develop graphical applic ations in 2D, a highly interactive tool is designed by Poul Henriksen
and Michael Kolling [11], a member of the BlueJ team, known as Greenfoot. It is an extension of
the BlueJ tool that eases the overall time needed to learn the principles of design of applications
[11]. Jpie is a tool, which uses many abstracts and constructs directly. It also facilitates the users
with drag-and-drop functionality [2]. It provides visual construction of Java and supports live
development of running programs. With immediate feedback flexibility, the tool aids the students
to understand the theories without losing hands-on skills [17].
Flow models are other advantageous visual programs that envision the algorithm of any given
problem. Over 95% of students selected flow model representation over the algorit hmic
representation, as it reduced syntactic complexity allowing the students to focus on solving the
problem. RAPTOR is one of t he most used flow model tool which inc orporated 3D graphics of
Alice with the c onception of control flow [17]. The Air Force Academy had replaced A da95 and
MATLAB with RAP TOR in its CS0 course and found that the students have reported better
performance [3].
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Karel is a robot that is considered a CS 0 tool. St anford University has adopted t he tec hnology of
using Jkarel installed under the Eclipse environment [ 12]. Jeero, developed by S anders, is a
narrative tool, similar to Karel, prominent in control structures, methods, and objects [12]. Lego
MindStorms is an online robotic tool that helps students to build a robot in different programming
languages like C++, Java, etc. With this approach, the usual CS lab experience is converted into
an active learning session [18].
Dragon Drop Pictorial P rogramming is one more tool, designed for the introduction -level
programming students, which improved the ability of students to write a program [19]. The tool
appeared to be more appealing to the students. Silessi et al. [19], mentioned t hat in the surveys ,
they found that over 50% of the students have improved their performance.
In addition to the above tools, there are some virtual environments such as Peer Instruction and
Simulation Tools, A vatar-bas ed proposals for t eaching students. The use of a virtual environment
within computer-aided learning has become the prime research agenda [4]. The practice of
flipped classrooms has become frequent in recent years, especially due to its proven benefits [4].
All the tools mentioned above are pertaining t o the improvement of programming skills for novice
programmers. The main reason for developing such tools is to encourage students to continue in
the field of Computer Science. Each tool specifically consists of its own pros and cons, but these
programs share most of their benefits and strengths. The tools like Greenfoot and Dragon Drop
Pictorial Programming have proven that the students grasp of fundamental concepts,
programming logic and t he level of confidence has increased [19]. The most common and
prominent advantage shared by all t hese above mentioned tools is that they have a friendly user
interface that supports the user to program and interact with the system with ease.
Despite these numerous enhancements in the programming tools for the Windows environment,
there has been relatively little that has been offered for the education and training of the various
shells under the UNIX environment. Although there are different bash shell tutorials offered by a
number of people and companies on the Internet, the tools we discussed earlier under the
Windows environment would ease the user and help the student improve her programming skills.
There are no such comparable tools in the UNIX environment. It is this deficiency that we have
sought to fill with our tool.

3. METHODOLOGY
The goal of the Interactive Bash Shell Tutoring System (iBaTs) is to create a fully functioning shell
as a graphical user interface (GUI). Primarily, the tut or aims to eliminate the discomfort of novice
programmers but ultimately helps the user to get acquainted with the console application.
3.1 Features of iBaTs
The primary feat ures of the proposed methodology are as explained below:
 To increase the retention rate of women and underrepresented groups in computing and
Cyber Security.
 Multi-panel web-based system: The first panel displays the audio/ video of the current
chapter, the second panel is an interactive fully functioning bash shell, and the third panel
shows the available chapters and progress of the user.
 Increase the use of command-line tools for information assurance, incident response
security.
 Equip beginning students to interact with their computing device as a real programmer
using power tools instead of being dependent on a graphical interface.
 Understands the basic concepts of directories, file systems, redirection, pipes, file I/O
essential to the foundations of system and cyber security.
 The tutor can be used as supplementary soft ware in most of courses related to
computing, security, information assuranc e etc.
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Will be made available as a stand-alone installation tool featuring regular updates of
course materials and tutorials.
Interactive quizzes/exams featuring feedback, providing correct answers and progress of
students for the content.
Our tutor is extensible - new updat es and mat erial/ content can be added to the tool such
that the materials are not outdated or irrelevant.
Finally, the iBaTs system is adaptive. The quizzes and materials are designed to
reinforce those conc epts that a student finds the difficulty with and can be moved quickly
in the areas where student acquired the mastery.

3.2 Implementation
The major task of the tutoring system is to transform the bash shell into an int eractive stand -alone
platform. Figure 1 illustrates the implementation of iB aTs. The adaptive system helps the user to
choose the chapter to open a particular tutorial. It facilitates the user to select the desired mode of
tutorial, such as A/V (Audio/Video), presentation, text, etc. Based on the selection, the tutorial is
displayed on the screen. The t utoring system is initially composed of chapters containing basic
concepts of interacting with a computing system, such as file systems, directories, permissions,
etc. Every chapter is composed of topics offering video tutorials, PowerPoi nt presentations, Word
documents, text and P DF files. With the completion of each topic the student then proc eeds to
complete the test to emphasize their understanding.

FIGURE 1: Architecture of iBaTs .

An in-built Bash Terminal is available in the tutorial that helps the user to practice and execute the
commands learned from the tutorial. The tool also provides the flexibility to upload new topics into
the learning system, thus allowing the tool to be updated with new, updated and relevant
materials from the instructor, publisher or other sources (in the event that this tool is adopted by
textbook publishers and they produce content for the tool, integrated with a learning management
system such as Blackboard).
3.3 User Interface of iBaTs
The diagram shown in Figure 2 illustrat es the user int erface of the iBaTs tutoring system. The aim
of the tool is to minimiz e the frustration experienc ed by beginner programmers and shell users.
The tool first instantiates the Bash shell.
3.4 Upload New Topic
The Upload New topic button allows the user to upload new topics into the tool. Figure 3 shows
the user interface for uploading a new topic. It is required that the chapter number and the topic
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number should be the same to upload the topics. The tool does not require all the files to be
uploaded but at least one file should be given to register the chapter into the database. Whenever
the new topic is uploaded it is directly populated in the chapter list on the main UI of iBaTs. The
Home link allows the us er to navigate from Upload new topic form to the main page.
3.5 Test Module
Each and every topic is provided with a test module to reinforc e the understanding of the student.
Figure 4 represents the user interface of t he test module. The test form also consists of the bash
shell to aid students while performing exercises. A threshold value is maintained to assure that
the user obtains the minimum score and notifies the user to retake the test if required.

FIGURE 2: Graphical User Interface of iBaTs .

FIGURE 3: New Topic Upload Interface.

International Journal of Security (IJS), Volume (11) : Issue (1) : 2020

6

Narasimha Shashidhar, Cihan Varol & Keerthi Koneru

FIGURE 4: Graphical User Interface for the Test Module.

4. SOFTWARE REQUIREMENTS
The tool requires the students’ host system to have t he Microsoft .NE T framework version 4.0 or
higher, with Microsoft Office 2010 or higher version and A dobe Flas h Player, version 18.0 or
higher.

5. CONCLUSION
The proposed tool alleviates the struggle faced by the beginner student who attempts to master
the command-line/console/Bash Shell. With many stand -alone tools available, iBaTs is the one
unique t ool that provides a shell interface in the Windows environment, to the best of our
knowledge. It also helps the users to transit from the graphical user int erface to use a
console/shell application seamlessly and help the student accomplish several basic comput ing
and elementary security tasks on the shell. The t ool can be used as supporting software when
adopted by various instructors due to its extensibility and compatibility. Our tool attracts the
digital/cyber forensics students along with minority and female students into the field of
computing, system, and network administration as well.
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